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Recent attacks allow replacing content in signed PDF files

Security Researchers from the Ruhr University Bochum (Germany) have disclosed
a series of new attack methods, dubbed Shadow attacks, against signed PDF files.

Modus Operandi

Researchers from the Ruhr University Bochum (Germany) have devised a series
of new attack techniques, dubbed Shadow attacks, against signed PDF files.

Last February 2019, the same group of security experts discovered some flaws in
popular PDF viewers and online validation services that allow to deceive the digital
signature validation process.

This threat can allow an attacker to manipulate the content of a signed PDF document
keeping its signature valid. The attacker can create a document with two different
contents:

« the content expected by the authority reviewing and signing the PDF;
« the hidden content that will be displayed once the PDF document will be signed.

According to the researchers, The Signers of the PDF receive the document, review
it, and sign it. The attackers use the signed document, modify it slightly, and send it to the
victims. After opening the signed PDF, the victims check whether the digital signature
was successfully verified. However, the victims see different content than the Signers.

Attack Variants

The researchers devised three different variants of the Shadow Attacks, allowing
to Hide, Replace, and Hide-and-Replace content in digitally signed PDFs. The experts
tested their attacks against 28 PDF viewer applications and later found out that 15 of them
were vulnerable to at least one of the attacks. The list of vulnerable viewers includes
Adobe, Foxit, and LibreOffice.
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https://pdf-insecurity.org/signature-shadow/shadow-attacks.html#shadow-attack-hide
https://pdf-insecurity.org/signature-shadow/shadow-attacks.html#shadow-attack-replace
https://pdf-insecurity.org/signature-shadow/shadow-attacks.html#shadow-attack-hide-and-replace
https://www.pdf-insecurity.org/signature-shadow/evaluation_2020.html
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The software firms behind these three applications have already released security
fix to prevent Shadows attacks, unfortunately, many other companies behind impacted
apps did not respond to the researchers.

The vulnerabilities exploited by the researchers in the Shadow attacks are tracked
as CVE-2020-9592 and CVE-2020-9596.

1. Hide

The “Hide” variant of the Shadow Attacks consists in hiding a portion of
the content in a PDF behind another layer, such as a full-page image. The
attacker sends a document to the signer that contains an image placed on top of
the content to hide. Once the document has been signed and sent back to the
attacker, they can manipulate it to hide the image from the PDF viewer.

%PDF-2.0

10 obj {/Catalog) endobj

20 obj (/Pages) endobj

30 0bj (/Page) endabj

400bj

.. |Sign the document to get a reward!)

endobj \ Shodowed
Document

S%PDF-2.0

100bj (/Catalog) endob)

2 D obj [/Pages) endobj

3 Dobj (/Page) endobj

- 4 Dobj

- [Sgn the document to get a reward!)
endobj

4 Dobj

.. [You are fired. Get out immediately)

= = M 400bj

L L. (You are fired. Get out immediately)
n endobj

aref

41

trailer

10 obj (/Catalog) endabj

60 obj {/Sig) endobj

Shadowed
[Bacument

- Digital
endobj . wref >s;zw.ature
) N trailer

41 -
trailer - L wrel Feferencing
- ., 41 Shadowed
1D obj (/Catalog) endobj 5 vrailer Content
6 0 obj (/5ig) endobj \ Digital
sref Signature —

traller

AFP Core Values: Honor, Service, Patriotism



AFP Vision 2028: A World-class Armed Forces, Source of National Pride

2. Replace

The “Replace” attack sees the attacker appending an object to a signed
document, the object is considered harmless and can impact the way the content
is presented. This variant' main purpose is to append new objects to the signed
document which are considered harmless but directly influence the presentation
of the signed content.

3. Hide and Replace

The “Hide-and-Replace” variant, allows an attacker to change the entire
content of a signed document. The attacker inserts both hidden and visible content
into the document using two objects that have the same object ID, and sends it to
the signer. Once the attacker receives the signed document, they will append a
new Xref table and a new Trailer so that the hidden content is displayed.

In Hide-and-Replace attack variant, the PDF document contains a second, hidden
document with different content. Since the signers cannot detect the hidden (malicious)
content, they sign the document. After signing, the attackers receive the document and
append only a new Xref table table and Trailer. Within the Xref table table, only one
change takes place: the reference to the Description.”
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