Vovalex is likely the first ransomware written in D
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A new ransomware called Vovalex is being distributed through pirated software
that impersonates popular Windows utilities, such as CCleaner.

When it comes down to it, all ransomware infections boil down to the same function
- encrypt a device's files and then drop a ransom note demanding payment in some form.

While Vovalex is no different, what stands out to Advanced Intel's Vitali Kremez
and MalwareHunterTeam, who found the ransomware, is that it may be the first
ransomware written in D.

According to the D website, Dlang is inspired by C++ but shares components from
other languages.

"D is the culmination of decades of experience implementing compilers for many
diverse languages, and attempting to construct large projects using those languages. D
draws inspiration from those other languages (most especially C++) and tempers it with
experience and real-world practicality,” states the D website.

As malware developers do not commonly use Dlang, Kremez believes that the
attackers are using security software to bypass detections.



Vovalex is distributed as pirated software

Vovalex was first discovered by MalwareHunterTeam, who shared a sample
[VirusTotal] with BleepingComputer so we can take a look.

The shared sample analyzed by BleepingComputer is distributed as a warez copy
of the CCleaner Windows utility, as can be seen by the bundled NFO file below.

“ README.NFO - Notepad2 [ ]
Flle Edit View Settings 2
= e = il | “a | o ek | e | R | O Wl | B>
| =
2 (4} (3 3 v} |
3 5} UUOR ROUU (5}
4 URROU UOR UUROOR ROORUU ROU UORRU
50 POUR U BR UOOR the crackers of ROOU RE O RUOY U
& RO 000U R OUUR 000 000 RUUU R U000 UR
7 R OU RRRUROOOR 00O UoU [S0879] UoU UUUU  UUU 000 ROOORURRE UU R
s 000 ROR 000 0O0Z%000 UOO0Z000 0000#00U POZ200070Y 000 ROR 000
° 000 B 000 OO0Z0ORRODOYVOZ00RRO0Z0POZ0RO00Y #200ROORR 000 R 000
10 000 000 POOOY 0Z0P0O00Y P00 00OV 020 POOY 000 000
11 00000 P00 POORPOOO 000Y000 UO00YOO *000UU 00000
12 000 000Y 020V pO* PZ000Z0R POOOOOOY 000
13 UOUUUOU  PODO 00UPOOO 00OVOOORROOO  Z00*RRR UOUUUOU
14 [rADIsS] OOORR RRU 020Y POOYOOOY P20 020 020YPOOOYUU URR RROOO
1s 00 PO*00U0Z0YPO2000U000Y 000 POOO 02000200 ZOO0
16 200U ROO0Z00R ROOOZ20R POZ0Y POZVP 20020000V uz0=
17 2220 BRE BRE RERRE RRE RERERER 0208
18 2y U BOY POR U b=
1s PY O oy present t h e 30k -collection 0 v
20 = = pRR BRp = =
21 PY OV Piriform cCleaner Professional v5.24.5841 “INCL.KEYMAKER PO P
22 p PO oy b
23 OY b0
24 PO Cracked by....: symmetry Release-Name. CR-RT18E.ZIP ov
25 00 Supplied. CORE Release-Date. 2016/12/02 0o
26 00V Packaged. Neurotika Release-Type. util 0o
27 0=v Protectior serial O s s s windows B=0
28 POO Crack/sN. . Keymaker Language. . . : Multilingual ooy
20 POOY RAtING - - vcwuwns EYoOu decidelld DAEes s e e % A POOY
20 BOO 00V
31 0=0 0=0
a2 000  ROU URRRU UOR 000
33 000U ’O U0 =RUUR RUUR=0U uR U000
24 b 0 =0UU REUU URR BU UR RRU UURR UUO =0k b
as  RUOU RRO0000U (A7) B RUU  OR RO  UUR UR UOOODORE UUR
36 RROUUU ROZ00 o [3 RROU UORE [:3 o 00*0f UUUORR
37 U RROOR RO bR URR b= v RRU Rp OR ROORE O
as  Up [T BY Pt Cpes BY U o pu o
L pao o 2000 oo oy 220 Aza ooe “oo eona o i .
Ln1:143 Coll SelO 10.6 KB ANSI CR+LF INS Default Text

NFO file for a pirated copy of CCleaner

When executed, the ransomware will launch a legitimate CCleaner installer and
copy itself to the random file name in the % Temp%folder.

The ransomware will begin to encryptfiles on the drive and append
the .vovalex extension to encrypted file's names.
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When done, the ransomware will create a ransom note

named README.VOVALEX.txt on the desktop that asks for 0.5 XMR (Monero) to
retrieve a decryptor. This amount is equal to approximately $69.54 at current prices.

At this time, it is unknown if researchers can decrypt the ransomware for free.

Thankfully, Vovalex is not widely distributed at this time. If the threat actors’ partner with
fake crack sites and adware bundles, similar to how STOP ransomware is distributed,
then we may have a bigger problem on our hands.

How to prevent ransomware attack:

Do not download and install crack/pirated version of software;
Download software from trusted websites;

Install and update endpoint security;

Keep your software and operating system updated;

And always backup your files.
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