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SECTION 1

OVERVIEW
1. Purpose: The purpose of this AFP FOI Manual is to provide the process to guide
and assist the Armed Forces of the Philippines (AFP) and the Chief of Staff, AFP (CSAFP)
in dealing with requests for information received under the Executive Order (EQ) Number
02, series of 2016, or the Freedom of Information (FOI) Program (Annex “A”).

2. Structure: This Manual shall set out the rules and procedures to be followed by
the AFP when a request for access to information is received. The CSAFP is responsible
for all actions carried out under this Manual and may delegate this responsibility to senior
officers of the military, including The Vice Chief of Staff and The Deputy Chief of Staff, to
act as the FOI Decision Maker (FDM), who shall have overall responsibility for the initial
decision on FOI requests (i.e. to decide whether to release all the records, partially

release the records, or deny access).

3. Coverage: The Manual shall cover all requests for information directed to the

AFP.

4. Legal Bases: This Manual is based on the following laws, rules, and regulations:
a. The 1987 Philippine Constitution, Article Il Section 28:

“Subject to reasonable conditions prescribed by law, the State
adopts and implements a policy of full public disclosure of all its transactions involving

public interest.”

b. The 1987 Philippine Constitution, Article Ill Section 7:

“The right of the people to information on matters of public concern
shall be recognized. Access to official records, and to documents, and papers pertaining
to official acts, transactions, or decisions, as well as to government research data used
as basis for policy development, shall be afforded the citizen, subject to such limitations

as may be provided by law.”
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€. Republic Act No. 6713 (Code of Conduct and Ethical Standards
for Public Officials and Employees) Section 5:

“(e) Make documents accessible to the public. — All public
documents must be made accessible to, and readily available for inspection by, the

public within reasonable working hours.”

d. Executive Order No. 02, series of 2016 dated July 23, 2016 titled
“Operationalizing in the Executive Branch the People’s Constitutional Right to
Information and the State Policies of Full Public Disclosure and Transparency in
the Public Service and Providing Guidelines Therefor”:

“Every Filipino shall have access to information, official records,
public records and to documents and papers pertaining to officials acts, transactions or

decisions, as well to government research data used as basis for policy development.”

e. Memorandum from the Executive Secretary, Office of the
President of the Philippines, dated November 24, 2016 with the subject: “Inventory
of Exceptions to Executive Order No. 2, series of 2016 (Annex “B”).”

f. Memorandum Circular No. 78, series of 1964, dated August 14,
1964, titled “Promulgating Rules Governing Security of Classified Matter in
Government Offices,” as amended by Memorandum Circular No. 196, series of
1968, dated July 19, 1968 (Annex “C”).

g. Republic Act No. 10173, dated July 25, 2011, known as the “Data
Privacy Act of 2012 (Annex “D”).

5 AFP FOI Authorities: In order to ensure compliance with this program, the
CSAFP, as the FOI Champion and primary responsible for the effective and efficient
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implementation of this Manual, shall designate officers to perform the following roles:

a. FOI Receiving Officer (FRO). The AFP FRO shall be the Chief
Public Affairs Office, AFP (C, PAOAFP).

The FRO can be contacted through the following:

Address: Public Affairs Office
F.P. Cruz Avenue corner Crame Avenue
Camp General Emilio Aguinaldo, Quezon City

Contact numbers: +63 2 8911-6001 local 6000
09177776034

E-mail address: paoafp@gmail.com

The functions of the FRO are the following:

1) Receive, on behalf of the AFP, all requests for information:

2) Assess if the requesting party has clearly communicated its
request, if the AFP can provide the information requested, or if the request is a repeat of
a previous request from the same party;

3) Evaluate FOI Requests against disclosure criteria and
requirements;

4) Facilitate processing of all FOI Requests;

5) Coordinate with the requesting party regarding all concerns
related to the FOI Request;

6) Monitor all FOI transactions, compile relevant statistical
information; and prepare all relevant reports regarding the AFP’s implementation of FOI:

and

Page 3 of 29
AFP Core Values: Honor, Service, Patriotism



AFP Vision 2028: A World-class Armed Forces, Source of National Pride

7) Assist and inform the public with regard to the AFP's

implementation of FOI.

Should an FOI Request be made through one of the AFP line units,
receiving units shall forward said request to PAO, AFP within one (1) day.

b. FOI Cognizant Office/Unit. Owing to the lack of a central repository
of information in the AFP, all units and offices of the AFP shall function as the FOI
Cognizant Office/Unit (COU) and shall follow the principles below:

1) The AFP COU shall be determined by the FRO based on the
nature of the information requested. The COU shall locate and compile the requested
information (complete staff work) and transmit it to the FDM. The COU shall also provide
assistance, recommendations, and advice to the FOI Decision Maker in all matters arising

from the evaluated FOI Requests based on the criteria set forth in this document; and

2) As such, all AFP offices and units determined as COU shall
designate their Executive Officer, Deputy Commander, or Assistant Chief, whichever
applies, as the FOI Action Officer (FAQO). The FAO shall facilitate the processing of FOI
Requests forwarded by the FRO. The full contact details of the COU’s FAO shall be
submitted regularly to the FRO. In case of changes, the COU shall immediately provide
updated contact details to the FRO.

c FOI Decision Maker (FDM). The CSAFP delegates the
responsibility to decide on FOI requests to the FDM. The different FDMs shall be:

1) The Vice Chief of Staff, Armed Forces of the Philippines
(VCSAFP) for requests concerning the AFP-Wide Service Support and Separate Units,
Special Operations Command AFP, and Joint Task Force-National Capital Region;
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2) The Deputy Chief of Staff, Armed Forces of the Philippines
(TDCSAFP) for requests concerning the Joint, Personal, and Special Staff; and

3) Commanders of the Major Services and Unified Commands

for requests concerning their respective commands.

d. The Central Appeals and Review Committee (CARC). The CARC
shall act on appeals and review and analyze the grant or denial of the request for
information. The CARC shall also provide expert advice to the CSAFP, who shall act as
its Chairperson, on the denial of such request. Composition of the FOI Central Appeals
and Review Committee (CARC). The CARC shall be composed of the following FOI

officers:

CSAFP
The Deputy Chief of Staff for
Intelligence, J2
Members - COU Action Officer

The Judge Advocate General

The Deputy Chief of Staff for CMO, J7
Secretariat - The Chief, Public Affairs Office AFP

Chairperson

Vice-Chairperson

6.  Guiding Principles: This Manual adheres to the following principles:

a. Every Filipino shall have access to information, official records, public
records, and documents and papers pertaining to official acts, transactions or decisions,
as well as to government research data used as basis for policy development. There shall
be a legal presumption in favor of access to information, public records, and official
records. No request for information shall be denied unless it clearly falls under any of the
exceptions listed in the inventory or updated inventory of exceptions circularized by the
Office of the President.
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b. The AFP shall comply with the No Wrong Door Policy as defined in the FOI
Memorandum Circular No. 21-05 - Guidelines on the Referral of requested information,

official record/s, and public record/s to the appropriate government agency (Annex “E”).

c. The AFP shall endeavor to translate key information into the major Filipino

languages and present them in popular form and means.

d. The AFP shall create and/or maintain in appropriate formats, accurate, and
reasonably complete documentation or records, policies, transactions, decisions,
resolutions, enactments, actions, procedures, operations, activities, communications, and

documents received or filed, and the data generated or collected.

e. Memorandum Circular No. 78, series of 1964 dated August 14, 1964, titled
“Promulgating Rules Governing Security of Classified Matter in Government Offices,” as
amended by Memorandum Circular No. 196, series of 1968 dated July 19, 1968, shall

remain effective with respect to requested information covered by the said circular.

f. While providing access to information, the AFP shall afford full protection to
a person’s right to privacy in accordance with the Data Privacy Act of 2012. Moreover,
the AFP shall, under Freedom of Information Circular No. 21-03, retain personal
information and sensitive personal information gathered through the FOI program for a
period of two (2) years after the transaction has been closed. Furthermore, the AFP shall,
under FOI Memorandum Circular No. 21-04, ensure that access to the identity of the
persons making FOI requests be reserved to FOI officers and for the purpose of the

program only (Annex “F”).

g. Best practices such as redaction and extraction can be used to balance the
disclosure of information with the protection of personal information when a document will
be disclosed.
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h. In compliance with the Anti-Torture Act (RA 9745) and Anti-Enforced
Disappearance Act (RA 10353), the AFP shall make available an Official Up-to-Date
Registry of All Persons Detained or Confined as well as information on the status of a
reported victim and certificates issued that may be freely accessed by all persons with
legitimate interests.
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SECTION 2

DEFINITION OF TERMS
For purposes of this Manual, the following terms are hereby defined as follows:

a. Classified matters — Information and materials categorized by the
responsible classifying authority based on its importance. Classified military information
(CMI), includes but is not limited to, all information and materials that are within the scope
of national, operational, and personnel security.

b. Consultation — Occurs when the AFP FOI Receiving Office refers to the
Cognizant Unit/Office for their views on the “disclosability” of the requested information
before any final determination is made.

c Complex request — An FOI request for voluminous information that is not
readily available and/or the processing of which will require the participation of two or
more offices/units.

d. data.gov.ph. — The Open Data website that serves as the government's
comprehensive portal for all public government data that is searchable, understandable,
and accessible.

e. Disclosability — Speaks of the requested documents’ availability for public
consumption. A document is disclosable if it has no access restrictions based on law,
existing rules and regulations, or the Inventory of Exceptions.

f. eFOl.gov.ph - The website that serves as the government's
comprehensive FOI website for all information on the FOI. Among many other features,
eFOl.gov.ph provides a central resource for the public to understand the FOI, to locate
records that are already available online, and to learn how to make a request for
information that is not yet publicly available. eFOIl.gov.ph also promotes agency
accountability for the administration of the FOI by graphically displaying the detailed
statistics contained in Annual FOI Reports, so that they can be compared by agency and
over time.

g. Exceptions — Information that should not be released and disclosed in
response to an FOI request because they are protected by the Constitution, laws, or

jurisprudence,
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h. Extraction — The process of separating/isolating specific information from
a set of data.

i, Information — Shall mean any records, documents, papers, reports, letters,
contracts, minutes and transcripts of official meetings, maps, books, photographs, data,
. research materials, films, sound and video recording, magnetic or other tapes, electronic
data, computer-stored data, any other like or similar data or materials recorded, stored,
or archived in whatever format, whether online or offline, which are made, received, or
kept in or under the control and custody of any government office pursuant to law,
executive order, and rules and regulations or in connection with the performance of
transaction of official business by any government office.

j- Inventory of Exceptions — A document issued by the Office of the
President containing a list of information that is exempted from being released to the
public.

k. FOI request — A written request submitted to a government office
personally, by email, or via the eFOI portal asking for information on any topic concerning
that agency. An FOI request can be made by any Filipino to any government office.

l. FOI officer/s — Any officer or employee who has authority or designation to
process FOI requests.

m. FOI Concerned Office/Unit — The office or unit that has jurisdiction on the
information being requested or whereby the requested document originates or is stored.

n. Maximum disclosure — Pursuant to Section 28, Article Il of the 1987
Constitution, the State adopts and implements a policy of full public disclosure of all its
transactions involving public interest, subject to reasonable conditions prescribed by law.
No request shall be denied or refused acceptance unless the reason for the request is
contrary to law, existing rules, and regulations, or it is one of the exceptions contained in
the inventory of exceptions.

0. National security — The state or condition wherein the nation’s sovereignty
and territorial integrity, the people’s well-being, core values, and way of life, and the State

and its institutions are protected and enhanced.

Page 9 of 29
AFP Core Values: Honor, Service, Patriotism



AFP Vision 2028: A World-class Armed Forces, Source of National Pride

p. Official record — Shall refer to information produced or received by a public
officer or employee, or by a government office in an official capacity or pursuant to a
public function or duty.

qg. National Security — The state or condition wherein the nation’s sovereignty
and territorial integrity, the people’s well-being, core values, and way of life, and the State
and its institutions are protected and enhanced.

r. Partial grant/Partial denial — When a government office is able to disclose
only portions of the records in response to an FOI request.

S. Personal information — Refers to any information, whether recorded in a
material form or not, from which the identity of an individual is apparent or can be
reasonably or directly ascertained by the entity holding the information, or when put
together with other information would directly and certainly identify an individual.

t. Proactive disclosure — Information made publicly available by government
agencies without waiting for a specific FOI request. Government agencies now post on
their websites a vast amount of material concerning their functions, mission, organization,
and financial performance.

u. Public records — This shall include information required by laws, executive
orders, rules, or regulations to be entered, kept, and made publicly available by a
government office.

V. Redaction — The process of ensuring that sensitive information contained
in an otherwise disclosable information is rendered unreadable before disclosure.

w. Referral — The act of transferring in the most expeditious manner a request
to an agency with primary interest or having jurisdiction over the information being
requested as governed by the FOI Memorandum Circular No. 21 or the No Wrong Door
Policy.

X. Sensitive personal information — As defined in the Data Privacy Act of
2012, personal information shall refer to:

i An individual’s race, ethnic origin, marital status, age, color, and
religious, philosophical, or political affiliations:

ii. An individual's health, education, genetic or sexual life, or any
proceedings for any offense committed or alleged to have committed, disposal of such
proceedings or sentence of any court in such proceedings;
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iii. An individual's government-issued peculiar information which
includes, but not limited to, social security numbers, previous or current health records,
licenses or its denials, suspension or revocation, and tax returns; and

iv. Specifically established by an executive order or an act of Congress
to be kept classified.

y. Simple request — An FOI request for information that is readily available or
can be processed relatively quickly, is not voluminous, and does not require the

participation of two or more offices/units.
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SECTION 3
PROMOTION OF OPENNESS IN GOVERNMENT

1. Duty to Publish Information: The AFP shall regularly publish, print, and
disseminate at no cost to the public and in an accessible form, in conjunction with
Republic Act 9485 (Anti-Red Tape Act of 2007), and through their website, timely, true,
accurate, and updated key information including, but not limited to:

a. A description of its mandate, structure, powers, functions, duties, and

decision-making processes:

b. A description of the frontline services it delivers and the procedure and
length of time by which they may be availed of:;

c. The names of its key officials, their powers, functions and responsibilities,
and their profiles;

d. Work programs, development plans, investment plans, projects,
performance targets and accomplishments, and budgets, revenue allotments and

expenditures;
e. Important rules and regulations, orders or decisions;
f. Current and important databases and statistics that it generates;
g. Bidding processes and requirements; and

h. Mechanisms or procedures by which the public may participate in or
otherwise influence the formulation of policy or the exercise of its powers.

2. Accessibility of Language and Form. The AFP shall endeavor to
translate key information into the major Filipino languages and present them in popular

form and means.

3. Keeping of Records. The AFP shall create and/or maintain in appropriate
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formats, accurate, and reasonably complete documentation or records, policies,
transactions, decisions, resolutions, enactments, actions, procedures, operations,
activities, communications, and documents received or filed and the data generated or

collected.

4.  Security of Classification. Memorandum Circular No. 78, series of 1964
dated August 14, 1964 titled “Promulgating Rules Governing Security of Classified
Matter in Government Offices,” as amended by Memorandum Circular No. 196, series
of 1968 dated July 19, 1968, shall remain effective with respect to requested
information covered by the said circular.
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SECTION 4
PROTECTION OF PRIVACY

While providing for access to information, the AFP shall afford full protection

to a person’s right to privacy, as follows:

The AFP shall ensure that personal information, including sensitive personal
information, in its custody or under its control is disclosed only as permitted by existing

laws;

The AFP shall protect personal information, including sensitive personal information,
in its custody or under its control by making reasonable security arrangements against

unauthorized access, leaks, or premature disclosure; and

The FRO, COU, FDM, or any employee or official who has access, whether authorized
or unauthorized, to personal information, including sensitive personal information, in
the custody of the AFP, shall not disclose that information except as authorized by

existing laws.
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SECTION 5
STANDARD PROCEDURE

1. Receipt of Request for Information

1.1. The FOI Receiving Officer (FRO) shall receive the request for information
from the requesting party and check its compliance with the following requirements:

a. The request must be in writing using the prescribed FOI Request
Form (Annex “N”) sent in person, through email, or through the eFOl Portal
(https://www foi.gov.ph/requests?agency=AFP);

b. The request shall contain the full name and contact information of
the requesting party, accompanied by a valid proof of identification with photo and/or
authorization; and

G: The request shall reasonably describe the information requested,

and the reason for, or purpose of, the request for information.

1.2. In case the requesting party is unable to make a written request because of
illiteracy or disability, he or she may make an oral request, which the FRO shall put in

writing.

1.3. The request shall be stamped received by the FRO, indicating the date and
time of the receipt of the written request, and the name, rank, title and position, and
signature of the public officer who received it. A copy shall be given to the requesting
party. In case of email requests, the email shall be printed out and shall follow the
procedure mentioned above, and be acknowledged by electronic mail. In case of an eFOI
Portal request, the FRO may make use of the tools in the portal. The FRO shall input the

details of the request into the Request Tracking System and allocate a reference number.

1.4. The AFP shall respond to requests within fifteen (15) working days following
the date of receipt of the request. A working day is any day other than a Saturday, Sunday
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or a day that is declared a national public holiday in the Philippines. In computing for the
period, Article 13 of the New Civil Code shall be observed. The date of receipt of the

request will be either:

a. The day on which the request was physically or electronically
delivered to the FRO or received in the eFOI Portal; and

b. If the AFP has asked the requesting party for further details to identify
and locate the requested information, the date after which the necessary clarification was

received.

1.5. Should the requested information require further clarifications to identify or
locate, then the 15 working days will commence on the day after the FRO has received
the required clarification from the requesting party. If no clarification is received from the

requesting party after sixty days (60) calendar days, the request shall be closed.

1.6. The FRO shall make it clear to the requesting party that all information or
documents released by the AFP through FOI shall not be shared or furnished to a third
party without the appropriate request initiated by the former or clearance from the AFP.
In case the same information will be used for another purpose, a new request shall be

initiated informing the AFP of the new purpose.

2. Initial Evaluation. After receipt of the request for information, the FRO shall conduct
an initial evaluation of the request and advise the requesting party whether or not the
request shall be facilitated further by the AFP.

2.1. Request relating to more than one office under the AGENCY: If a
request for information is received which requires to be complied with, of different offices,
the FRO shall forward such request to the said office concerned and ensure that it is well
coordinated and monitor its compliance. The FRO shall also clear with the respective
FROs of such offices that they will only provide the specific information that relates to

their offices.
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2.2. Requested information is not in the custody of the AGENCY or any of
its offices: When the requested information is not in the possession of the AFP, but is
available in another government agency under the Executive Branch, the request shall
be immediately referred to the appropriate agency through the most expeditious manner
but not exceeding three (3) days or 72 hours from the receipt of the request in accordance
with the FOI MC No. 21-5 or the No Wrong Door Policy.

2.3. Requested information is already posted and available on-line: Should
the information being requested is already posted and publicly available in the AGENCY
website, data.gov.ph or foi.gov.ph, the FRO shall inform the requesting party of the said

fact and provide them the website link where the information is posted.

2.4. Requested information is substantially similar or identical to the
previous request: Should the requested information be substantially similar or identical
to a previous request by the same requester, the request shall be denied. However, the

FRO shall inform the applicant of the reason of such denial.

2.5 Denial of Request upon Evaluation. Upon evaluation, the FRO can deny

FOI requests based on any of the following grounds:

a) The request is not made under the EO No. 02 s 2016;

b)  Upon coordination with the COU, the information is covered under
the Inventory of Exceptions;

c)  The request is vexatious;

d)  The request has been preemptively disclosed or have been part of a
previous successful request;

e) The requestis a complaint;

f) The requesting party intends to use the requested information or
document in criminal, administrative, or civil proceedings; and

g) The request is a request for personal information, except for those

allowed under National Privacy Commission Advisory No. 2017-02 or Access to Personal
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Data Sheets of Government Personnel.

3. Transmittal of the FOI Request to the COU

3.1. The FRO shall transmit the endorsed request to the COU after it has passed
initial evaluation. The FRO shall record the date, time, and name of the unit or office which
received the request in a record book with the corresponding signature of

acknowledgement of receipt of the request.

3.2. The COU shall take all necessary steps to locate and retrieve the requested

information for release to the requesting party.

3.3. The COU shall communicate denial of the request to the FRO in the event
that the requested information is not in its custody or if it falls under any of the exceptions
enshrined in the Constitution, existing law or jurisprudence, or is a classified military

information, as the case may be.

3.4. If the COU determines that a record contains information of interest to
another office, the FRO shall consult with the agency concerned whether said information

may be disclosed before making any final determination.

3.5. Should there be a need for clarification of the request or clearance of the
requesting party, the FRO shall communicate notice of said extension to the requesting
party. The 15-day working period for the processing of the request shall then be paused
and shall resume on the day that the required clarification is received from the requesting

party.

3.6. The COU shall forward the requested information and recommendation in
complete staff work for the release of information to the FDM within 10 working days from
receipt of the endorsed request from the FRO.
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4. Approval or Denial of the FOI Request

4.1 The Concerned FDM shall refer to the guidelines set forth in this Manual
and the recommendations of the COU to determine whether or not to grant the FOI
request. The FDM shall then inform the FRO through the COU of the action to be taken

on said request.

5. Transmittal of the FOI Request to the Requesting Party

5.1. Upon receipt of the decision, the FRO shall inform the requesting party
immediately and attach the information requested or the justification for denial of the

request.

5.2. In case of approval, the FRO shall ensure that all records retrieved and
considered for said request have been evaluated for possible exemptions prior to actual
release. The FRO shall prepare the letter informing the requesting party within the
prescribed period that the request was granted and be directed to pay the applicable

fees, if any.

5.3. In case of denial of the request, whether wholly or partially, the FRO shall,
within the prescribed period, notify the requesting party of the denial in writing. The
notice shall clearly set forth the ground or grounds for denial and the circumstances on
which the denial is based. Failure to notify the requesting party of the action taken on
the request within the period herein provided shall be deemed a denial of the request
for information. All denials on FOI requests shall pass through the Office of the AGENCY
Head or to his designated officer.

6. Notice for an Extension of Time

6.1 If the information requested requires extensive search of office records and

facilities, examination of voluminous records, the occurrence of fortuitous events, or other
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analogous cases, or the COU requires security clearance for the requesting party, the
concerned AFP unit or office should inform the FRO.

6.2 The FRO shall inform the requesting party of the extension, setting forth the
reasons for such extension. In no case shall the extension exceed twenty (20) working
days in addition to the mandated fifteen (15) working days to act on the request, unless

exceptional circumstances warrant a longer period.
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SECTION 6
REMEDIES IN CASE OF DENIAL

A person whose request for access to information has been denied may avail of
the remedy set forth below:
1. Administrative FOI Appeal to the AFP Central Appeals and Review
Committee (CARC):

a. A person whose request for information has been denied may
file a written appeal with the AFP CARC within fifteen (15) days from notice of said denial
(Annex “0O”). Failure to appeal after the 15-day period shall be deemed a waiver of the
right to appeal.

b. The AFP CARC shall decide on the said appeal within thirty
(30) working days from the filing of said written appeal. Failure to decide within the 30-
day period shall be deemed a denial of the appeal.

G The denial of the FOI Request by the AFP CARC or the lapse
of the period to respond to the request may be appealed further to the Office of the
President under Administrative Order No. 22, series of 2011.

Z. Upon exhaustion of administrative FOI appeal remedies, the
requesting party may file the appropriate judicial action in accordance with the Rules of
Court.
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SECTION 7
REQUEST TRACKING SYSTEM

In compliance with the provisions set forth in this Manual, the following shall be

implemented:

1. The FRO shall establish a system to trace the status of all requests for
information received, which may be paper-based, online, or both.

2. The FRO shall prepare annually an FOI report based on the prescribed
format provided by the FOI Program Management Office, Presidential Communications
Office. This report shall contain the Agency Information Inventory, FOl Summary, and FOI
Registry and must be updated and uploaded on the AFP Website’s Transparency Seal

section.
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SECTION 8
FEES

1. No Request Fee. The AFP shall not charge any fee for accepting requests

for access to information.

2. Reasonable Cost of Reproduction and Copying of the Information. The
FRO shall immediately notify the requesting party in case there shall be a reproduction
and copying fee in order to provide the information. Such fee shall be the actual amount
spent by the COU in providing the information to the requesting party. The schedule of
fees shall be posted by the AFP.

3. Exemption from Fees. The AGENCY may exempt any requesting party
from payment of fees upon request, stating the valid reason why such requesting party

shall not pay the fee.
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SECTION 9
ADMINISTRATIVE LIABILITY

1. Non-compliance with FOI. Failure to comply with the provisions of this

Manual shall be a ground for the following administrative penalties:
1st Offense - Reprimand;
2nd Offense - Suspension of one (1) to thirty (30) days; and
3rd Offense - Dismissal from the service.

2. Procedure. The Revised Rules on Administrative Cases in the Civil Service

shall be applicable in the disposition of cases under this Manual.

3. Provisions for More Stringent Laws, Rules and Regulations. Nothing in
this Manual shall be construed to derogate from any law, any rules, or regulation

prescribed by anybody or agency, which provides for more stringent penalties.
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SECTION 10
FOI TRAINING

The FRO, in coordination with OJ7, shall conduct executive briefings with the
COUs, FDM, and CARC to apprise the key AFP FOI Authorities of their responsibilities
under this Manual and to ensure that the process is correctly followed. Regular trainings
for all AFP personnel shall also be conducted to raise awareness on their rights under
the FOI, increase understanding of the principles and application of FOI, and familiarize
them with the AFP FOI procedures.
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SECTION 11
UNDERTAKING

The requesting party, upon receipt of the requested information or document,
acknowledges the following:

1. The information or document requested shall not be used for any purpose
other than what is indicated in the request form;

2. The information or document shall not be used for any purpose that is

contrary to law, public policy, public order, morals, or good customs; and

3. The information or document shall not be reproduced for any commercial

use.
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SECTION 12
APPROVAL

This Freedom of Information Manual was signed and approved on
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SECTION 13
ANNEXES

A. Executive Order No. 02, series of 2016 dated July 23, 2016 titled
“Operationalizing in the Executive Branch the People’s Constitutional Right to Information
and the State Policies of Full Public Disclosure and Transparency in the Public Service
and Providing Guidelines Therefor”

B. Memorandum from the Executive Secretary, Office of the President of the
Philippines, dated November 24, 2016 with the subject “Inventory of Exceptions to
Executive Order No. 2, series of 2016”

C. Memorandum Circular No. 78, series of 1964 dated August 14, 1964 titled
“Promulgating Rules Governing Security of Classified Matter in Government Offices”, as
amended by Memorandum Circular No. 196, series of 1968 dated July 19, 1968

D. Republic Act No. 10173 dated July 25, 2011 known as the “Data Privacy
Act of 2012”

E. FOI Memorandum Circular No. 21-05 - Guidelines on the Referral of
requested information, official record/s and public record/s to the appropriate government
agency otherwise known as the "No Wrong Door Policy for FOI"

F.  FOI Memorandum Circular No. 21-04 - De-Identification of Requester's
Personal Information in the Electronic Freedom of Information Portal Otherwise known as
the "Policy on Anonymization"

G. FOI Memorandum Circular No. 21-03 - Retention Period of Personal
Information and Sensitive Personal Information Gathered through the Standard FOI
Request Form and Electronic Freedom of Information (eFOI) Portal

H. FOI Memorandum Circular No. 5 S 2020 - FOI Memorandum Circular No.
95, s. 2020 Guidelines on Vexatious Freedom of Information Requests and Abuse of
Rights Thereunder

I FOI Memorandum Circular No. 4 S 2019 - Guidelines on Redaction and
Extraction of Information before disclosure to the public

J. FOI Memorandum Circular No.1 S 2019 - Guidelines on the Freedom of
Information Appeals Mechanism

K. NPC Advisory No. 2017-02 - Access to Personal Data Sheets of
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Government Personnel

L. Memorandum Circular No. 89 - Updating the Inventory of Exceptions to the
Right to Access of Information under Executive Order 02, s.2016.

M. Detailed FOI Request Process

N. FOI Request Form

O. FOI Appeal Template
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MALACANAN PALACE
MANILA

BY THE PRESIDENT OF THE PHILIPPINES
EXECUTIVE ORDER NO. (2

OPERATIONALIZING IN THE EXECUTIVE BRANCH THE PEOPLE’S
CONSTITUTIONAL RIGHT TO INFORMATION AND THE STATE
POLICIES OF FULL PUBLIC DISCLOSURE AND TRANSPARENCY

IN THE PUBLIC SERVICE AND PROVIDING GUIDELINES
THEREFOR

WHEREAS, pursuant to Section 28, Article Il of the 1987 Constitution, the
State adopts and implements a policy of full public disclosure of all its transactions
involving public interest, subject to reasonable conditions prescribed by law;

WHEREAS, Section 7, Article IIl of the Constitution guarantees the right of the
people to information on matters of public concern;

WHEREAS, the incorporation of this right in the Constitution is a recognition of
the fundamental role of free and open exchange of information in a democracy, meant

to enhance transparency and accountability in government official acts, transactions,
or decisions:

WHEREAS, the Executive Branch recognizes the urgent need to
operationalize these Constitutional provisions:

WHEREAS, the President, under Section 17, Article VIl of the Constitution,
has control over all executive departments, bureaus and offices, and the duty to
ensure that the laws be faithfully executed:

WHEREAS, the Data Privacy Act of 2012 (RAA. 10173), including its
Implementing Rules and Regulations, strengthens the fundamental human right of
privacy and of communication while ensuring the free flow of information to promote
innovation and growth:

NOW, THEREFORE, |, RODRIGO ROA DUTERTE, President of the

Philippines, by virtue of the powers vested in me by the Constitution and existing laws,
do hereby order:

THE PRESIDENT OF THE PHILIPPINES



SECTION 1. Definition. For the purpose of this Executive Order, the following
terms shall mean:

(a) “‘Information” shall mean any records, documents, papers, reports,
letters, contracts, minutes and transcripts of official meetings, maps,
books, photographs, data, research materials, films, sound and video
recordings, magnetic or other tapes, electronic data, computer-stored
data, or any other like or similar data or materials recorded, stored or
archived in whatever format, whether offline or online, which are made,
received, or kept in or under the control and custody of any government
office pursuant to law, executive order, and rules and regulations or in
connection with the performance or transaction of official business by
any government office.

(b) “Official record/records” shall refer to information produced or received
by a public officer or employee, or by a government office in an official
capacity or pursuant to a public function or duty.

(c) "Public record/records” shall include information required by laws,
executive orders, rules, or regulations to be entered, kept and made
publicly available by a government office.

SECTION 2. Coverage. This order shall cover all government offices under
the Executive Branch, including but not limited to the national government and all its
offices, departments, bureaus, and instrumentalities, including government-owned or
-controlled corporations, and state universities and colleges. Local government units
(LGUs) are enjoined to observe and be guided by this Order.

SECTION 3. Access to Information. Every Filipino shall have access to
information, official records, public records, and documents and papers pertaining to
official acts, transactions or decisions, as well as to government research data used

SECTION 4. Exception. Access to information shall be denied when the

information falls under any of the exceptions enshrined in the Constitution, existing
laws or jurisprudence.

The Department of Justice and the Office of the Solicitor General are hereby
directed to prepare an inventory of such exceptions and submit the same to the Office

of the President within thirty (30) calendar days from the date of effectivity of this
Order.

The Office of the President shall thereafter immediately circularize the
inventory of exceptions for the guidance of all government offices and
instrumentalities covered by this Order and the general public.

Said inventory of exceptions shall periodically be updated to properly reflect
any change in existing law and jurisprudence and the Department of Justice and the
Office of the Solicitor General are directed to update the inventory of exceptions as

2



the need to do so arises, for circularization as hereinabove stated.

SECTION 5. Availability of SALN. Subject to the provisions contained in
Sections 3 and 4 of this Order, all public officials are reminded of their obligation to file
and make available for scrutiny their Statements of Assets, Liabilities and Net Worth

(SALN) in accordance with existing laws, rules and regulations, and the spirit and
letter of this Order. '

SECTION 6. Application and Interpretation. There shall be a legal
presumption in favor of access to information, public records and official records. No
request for information shall be denied unless it clearly falls under any of the
exceptions listed in the inventory or updated inventory of exceptions circularized by
the Office of the President as provided in Section 4 hereof.

The determination of the applicability of any of the exceptions to the request
shall be the responsibility of the Head of the Office which has custody or control of the

information, public record or official record, or of the responsible central or field officer
duly designated by him in writing.

In making such determination, the Head of the Office or his designated officer
shall exercise reasonable diligence to ensure that no exception shall be used or
availed of to deny any request for information or access to public records or official

records if the denial is intended primarily and purposely to cover up a crime,
wrongdoing, graft or corruption.

SECTION 7. Protection of Privacy. While providing access to information,
public records, and official records, responsible officials shall afford full protection to
an individual’s right to privacy as follows:

(a) Each government office per Section 2 hereof shall ensure that personal
information in its custody or under its control is disclosed or released
only if it is material or relevant to the subject matter of the request and

its disclosure is permissible under this Order or existing laws, rules or
regulations;

(b) Each government office must protect personal information in its custody
or control by making reasonable security arrangements against leaks or
premature disclosure of personal information which unduly exposes the
individual whose personal information is requested to Vvilification,
harassment, or any other wrongful acts; and

(c) Any employee or official of a government office per Section 2 hereof
who has access, authorized or unauthorized, to personal information in
the custody of the office must not disclose that information except when
authorized under this, Order or pursuant to existing laws, rules or
regulations.

SECTION 8. People’s Freedom of Information (FOI) Manual. For the
effective implementation of this Order, every government office is directed to prepare
within one hundred twenty (120) calendar days from the effectivity of this Order, its
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own People’s FOI Manual, which shall include, among others, the following

information:
(@)
(b)
(c)
(d)

(€)
(f)

(9)

The location and contact information of the head, regional, provincial,
and field offices, and other established places where the public can
submit requests to obtain information:

The person or officer responsible for receiving requests for information;

The procedure for the filing and processing of the request, as provided
in the succeeding Section 9 of this Order;

The standard forms for the submission of requests and for the proper
acknowledgment of such requests:

The process for the disposition of requests:

The procedure for administrative appeal of any denial of request for
access to information: and

The schedule of applicable fees.

SECTION 9. Procedure. The following procedure shall govern the filing and
processing of requests for access to information:

(@)

(c)

Any person who requests access to information shall submit a written
request to the government office concerned. The request shall state the
name and contact information of the requesting party, provide valid
proof of his identification or authorization, reasonably describe the
information requested, and the reason for, or purpose of, the request for
information: Provided, that no request shall be denied or refused
acceptance unless the reason for the request is contrary to law, existing
rules and regulations, or it is one of the exceptions contained in the
inventory of exceptions as hereinabove provided.

The public official receiving the request shall provide reasonable
assistance, free of charge, to enable all requesting parties, particularly

those with special needs, to comply with the request requirements
under this Section.

The government office shall respond to a request fully compliant with
the requirements of sub-section (@) hereof as soon as practicable but
not exceeding fifteen (15) working days from the receipt thereof. The
response mentioned above refers to the decision of the office
concerned to grant or deny access to the information requested.

The period to respond may be extended whenever the information
requested requires extensive search of the government office’s records
facilities, examination of voluminous records, the occurrence of
fortuitous events or other analogous cases. The government office shall
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notify the person making the request of such extension, setting forth the
reasons for the extension. In no case shall the extension go beyond

twenty (20) working days counted from the end of the original period,
unless exceptional circumstances warrant a longer period.

() Once a decision is made to grant the request, the person making the
request shall be notified of such decision and directed to pay any
applicable fees.

SECTION 10. Fees. Government offices shall not charge any fee for accepting
requests for access to information. They may, however, charge a reasonable fee to
reimburse necessary costs, including actual costs of reproduction and copying of the
information requested, subject to existing rules and regulations. In no case shall the
applicable fees be so onerous as to defeat the purpose of this Order.

SECTION 11. Identical or Substantially Similar Requests. The government
office shall not be required to act upon an unreasonable subsequent identical or
substantially similar request from the same requesting party whose request has
already been previously granted or denied by the same government office.

SECTION 12. Notice of Denial. If the government office decides to deny the
request wholly or partially, it shall, as soon as practicable and within fifteen (15)
working days from the receipt of the request, notify the requesting party of the denial
in writing. The notice shall clearly set forth the ground or grounds for denial and the
circumstances on which the denial is based. Failure to notify the requesting party of
the action taken on the request within the period herein provided shall be deemed a
denial of the request for access to information.

SECTION 13. Remedies in Case of Denial of Request for Access to
Information. A person whose request for access to information has been denied
may avail himself of the remedies set forth below:

(@) Denial of any request for access to information may be appealed to the
person or office next higher in authority, following the procedure
mentioned in Section 8 (f) of this Order: Provided, that the written
appeal must be filed by the same person making the request within

fifteen (15) calendar days from the notice of denial or from the lapse of
the relevant period to respond to the request.

(b)  The appeal shall be decided by the person or office next higher in
authority within thirty (30) working days from the filing of said written
appeal. Failure of such person or office to decide within the afore-stated
period shall be deemed a denial of the appeal.

(c) Upon exhaustion of administrative appeal remedies, the requesting

party may file the appropriate judicial action in accordance with the
Rules of Court.

SECTION 14. Keeping of Records. Subject to existing laws, rules, and
regulations, government offices shall create and/or maintain accurate and reasonably
complete records of important information in appropriate formats, and implement a
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records management system that facilitates easy identification, retrieval and
communication of information to the public.

SECTION 15. Administrative Liability. Failure to comply with the provisions
of this Order may be a ground for administrative and disciplinary sanctions against
any erring public officer or employee as provided under existing laws or regulations.

SECTION 16. Implementing Details. All government offices in the Executive
Branch are directed to formulate their respective implementing details taking into
consideration their mandates and the nature of information in their custody or control,
within one hundred twenty (120) days from the effectivity of this Order.

SECTION 17. Separability Clause. If any section or part of this Order is held

unconstitutional or invalid, the other sections or provisions not otherwise affected
shall remain in full force and effect.

SECTION 18. Repealing Clause. All orders, rules and regulations, issuances
or any part thereof inconsistent with the provisions of this Executive Order are hereby
repealed, amended or modified accordingly: Provided, that the provisions of

Memorandum Circular No. 78 (s. 1964), as amended, shall not be deemed repealed
pending further review.

SECTION 19. Effectivity. This Order shall take effect immediately upon
publication in a newspaper of general circulation.

Done, in the City of Manila, this 23rd day of July in
the year of our Lord Two Thousand and Sixteen.

By the President: W

) <

SALVADOR C. MEDIALDEA
Executive Secretary

REPUBLIC OF THE PHILIPPINES
PRRD 2016 - 000156

R DIRECTOR I

MARIANITS M. DIMAANDAL
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Office of the Pregident
of the Philippines
Malacafiang

MEMORANDUM FROM THE EXECUTIVE SECRETARY

TO: All Heads of Departments, Bureaus and Agencies of the
National/Local Governments Including Government-Owned and
Controlled Corporations (GOCCs), Government Financial
Institutions (GFls), and All Others Concerned

SUBJECT: INVENTORY OF EXCEPTIONS TO EXECUTIVE ORDER NO. 2
(S. 2016)
DATE: 24 November 2016

Pursuant to Section 4 of Executive Order (EO) No. 2 (s. 2016), the Office of the
President hereby circularizes the inventory of exceptions to the right to access of
information, for the guidance of all government offices and instrumentalities covered
by EO No. 2 (s. 2016) and the general public.

The foregoing list of exceptions shall be without prejudice to existing laws,
jurisprudence, rules or regulations authorizing the disclosure of the excepted
information upon satisfaction of certain conditions in certain cases, such as the
consent of the concerned party or as may be ordered by the courts.

In evaluating requests for information, all heads of offices are enjoined to ensure the
meaningful exercise of the public of their right to access to information on public
concerns.

For your information and guidance.

=

SALVADOR C. MEDIALDEA

s I}

NG RECMCGRRCE




Exceptions to Right of Access to Information

For the guidance of all government offices and instrumentalities covered by

EO No. 2 (s. 2016) and the general public, the following are the exceptions to the
right of access to information, as recognized by the Constitution, existing laws, or
jurisprudence:’

1.

Z.

Information covered by Executive privilege;

Privileged information relating to national security, defense or international
relations;

Information concerning law enforcement and protection of public and personal
safety;

Information deemed confidential for the protection of the privacy of persons
and certain individuals such as minors, victims of crimes, or the accused:

Information, documents or records known by reason of official capacity and
are deemed as confidential, including those submitted or disclosed by entities
to government agencies, tribunals, boards, or officers, in relation to the
performance of their functions, or to inquiries or investigation conducted by
them in the exercise of their administrative, regulatory or quasi-judicial
powers;

Prejudicial premature disclosure;

Records of proceedings or information from proceedings which, pursuant to
law or relevant rules and regulations, are treated as confidential or privileged;

Matters considered confidential under banking and finance laws, and their
amendatory laws; and

Other exceptions to the right to information under laws, jurisprudence, rules
and regulations.

! These exceptions only apply to governmental bodies within the control and supervision of the
Executive department. Unless specifically identified, these exceptions may be invoked by all officials,
officers, or employees in the Executive branch in possession of the relevant records or information.
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For the implementation of the exceptions to the right of access to information,
the following provide the salient details and legal bases that define the extent and
application of the exceptions.

1. Information covered by Executive privilege:

a. Presidential conversations, correspondences, and discussions in closed-
door Cabinet meetings;2 and

b. Matters covered by deliberative process privilege, namely:

I. advisory opinions, recommendations and deliberations comprising part
of a process by which governmental decisions and policies are
formulated; intra-agency or inter-agency recommendations or
communications during the stage when common assertions are still in
the process of being formulated or are in the exploratory stage; or
information pertaining to the decision-making of executive officials:® and

ii. information, record or document comprising drafts of decisions, orders,
rulings, policy decisions, memoranda, etc:.;4

2. Privileged information relating to national security, defense or international
relations:

a. Information, record, or document that must be kept secret in the interest of
national defense or security;”

b. Diplomatic negotiations and other information required to be kept secret in
the conduct of foreign affairs;® and

* This exception may only be invoked by the President and his close advisors. The extent of the
privilege is defined by applicable jurisprudence: Senate v. Ermita, G.R. No. 169777, 20 April 2006,
488 SCRA 1; Neri v. Senate Committee on Accountability of Public Officers and Investigations, G.R.
No. 180643, 4 September 2008, 564 SCRA 152; Akbayan v. Aquino, G.R. No. 170516, 16 July 2008,
558 SCRA 468; and Chavez v. PCGG, G.R. No. 130716, 9 December 1998, 299 SCRA 744.

* Akbayan v. Aquino, supra; Chavez v. NHA, G.R. No. 164527, 15 August 2007; and Chavez v.
PCGG, supra. The privilege of invoking this exception ends when the executive agency adopts a
definite proposition (Department of Foreign Affairs v. BCA International Corp., G.R. No. 210858, 20
July 20186).

* Section 3(d) Rule IV, Rules Implementing the Code of Conduct and Ethical Standards for Public
Officials and Employees (Rules on CCESPOE). Drafts of decisions, orders, rulings, policy decisions,
memoranda, and the like, such as resolutions prepared by the investigating prosecutor prior to
approval for promulgation and release to parties [Revised Manual for Prosecutors of the Department
of Justice (DOJ)] are also covered under this category of exceptions.

® Almonte v. Vasquez, G.R. No. 95367, 23 May 1995, 244 SCRA 286; Chavez v. PCGG, supra;
Legaspi v. Civil Service Commission, L-72119, 29 May 1987, 150 SCRA 530; Chavez v. NHA, supra;
Neri v. Senate, supra; Chavez v. Public Estates Authority, G.R. No. 133250, 9 July 2002, 384 SCRA
152; and Section 3(a), Rule IV, Rules on CCESPOE. This exception generally includes matters
classified under Memorandum Circular (MC) No. 78, as amended by MC No. 196 as “Top Secret,”
“Secret,” “Confidential,” and “Restricted.”

® Akbayan v. Aquino, supra; Section 3(a) Rule IV, Rules on CCESPOE. This privilege may be invoked
by the Department of Foreign Affairs and other government bodies involved in diplomatic negotiations.
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C.

Patent applications, the publication of which would prejudice national
security and interests;’

Information concerning law enforcement and protection of public and personal
safety:

a.

Investigation records compiled for law enforcement purposes or
information which if written would be contained in such records, but only to
the extent that the production of such records or information would —

i. interfere with enforcement proceedings;

ii. deprive a person of a right to a fair trial or an impartial adjudication;

ii. disclose the identity of a confidential source and in the case of a
record compiled by a criminal law enforcement authority in the course
of a criminal investigation, or by an agency conducting a lawful
national security intelligence investigation, confidential information
furnished only by the confidential source; or

iv.  unjustifiably disclose investigative techniques and procedures;®

Informer’s privilege or the privilege of the Government not to disclose the
identity of a person or persons who furnish information of violations of law
to officers charged with the enforcement of law;®

When disclosure of information would put the life and safety of an
individual in imminent danger;™

Any information given by informants leading to the recovery of carnapped
vehicles and apprehension of the persons charged with carnapping;'’ and

All proceedings involving application for admission into the Witness
Protection Program and the action taken thereon;'?

Information deemed confidential for the protection of the privacy of persons
and certain individuals such as minors, victims of crimes, or the accused.
These include:

" The applicability of this exception is determined by the Director General of the Intellectual Property
Office and subject to the approval of the Secretary of the Department of Trade and Industry. Section
44.3 of the Intellectual Property Code (RA No. 8293, as amended by RA No. 10372).

® Section 3(f), Rule IV, Rules on CCESPOE; Chavez v. PCGG, supra. May be invoked by law
enforcement agencies.

2 Akbayan v. Aquino, supra; and Section 51, Human Security Act of 2007 (RA No. 9372). May be
invoked by law enforcement agencies.

"% Section 3(b), Rule IV, Rules on CCESPOE.

" Section 19, New Anti Carnapping Act of 2016 (RA No. 10883). May be invoked by law enforcement
agencies.

"2 Section 7, Witness Protection, Security and Benefit Act (RA No. 6981).

3



a. Information of a personal nature where disclosure would constitute a
clearly unwarranted invasion of personal privacy, personal information or
records,’ including sensitive personal information, birth records,'® school
records,'® or medical or health records:'’

Sensitive personal information as defined under the Data Privacy Act of
2012 refers to personal information;'®

(1) about an individual's race, ethnic origin, marital status, age, color,
and religious, philosophical or political affiliations:

(2) about an individual's health, education, genetic or sexual life of a
person, or to any proceeding for any offense committed or alleged to
have been committed by such person, the disposal of such
proceedings, or the sentence of any court in such proceedings;

(3) issued by government agencies peculiar to an individual which
includes, but not limited to, social security numbers, previous or
current health records, licenses or its denials, suspension or
revocation, and tax returns; and

(4) specifically established by an executive order or an act of Congress
to be kept classified.

However, personal information may be disclosed to the extent that the
requested information is shown to be a matter of public concern or
interest, shall not meddle with or disturb the private life or family relations
of the individual' and is not prohibited by any law or regulation. Any
disclosure of personal information shall be in accordance with the
principles of transparency, legitimate purpose and proportionality.?°

Disclosure of personal information about any individual who is or was an
officer or employee of a government institution shall be allowed, provided
that such information relates to the position or functions of the individual,
including: (1) the fact that the individual is or was an officer or employee of

" Section 3(e), Rule IV, Rules on CCESPOE.

' Sections 8 and 15, Data Privacy Act of 2012 (RA No. 10173); Personal information refers to any
information whether recorded in a material form or not, from which the identity of an individual is
apparent or can be reasonably and directly ascertained by the entity holding the information, or when
put together with other information would directly and certainly identify an individual [Section 3(g),
Data Privacy Act of 2012); Article 26, Civil Code. May be invoked by National Privacy Commission
and government personal information controllers.

" Article 7, The Child and Youth Welfare Code [Presidential Decree (PD) No. 603].
' Section 9(4), Education Act of 1982 [Batas Pambansa (BP) Blg. 232].

7 Medical and health records are considered as sensitive personal information pursuant to Section
3()(2), Data Privacy Act of 2012: See also Department of Health-Department of Science and
Technology (DOST)-Philippine Health Insurance Corporation Joint Administrative Order No. 2016-
0002 (Privacy Guidelines for the Implementation of the Philippine Health Information Exchange).

'® Section 3(1), Data Privacy Act of 2012.
"9 Article 26(2), Civil Code.
?® Section 11, Data Privacy Act of 2012,



the government institution; (2) the title, business address and office
telephone number of the individual; (3) the classification, salary range and
responsibilities of the position held by the individual; and (4) the name of
the individual on a document pregared by the individual in the course of
employment with the government;*’

b. Source of any news report or information appearing in newspapers,
magazines or periodicals of general circulation obtained in confidence:?
and

c. Records of proceedings and processes deemed confidential by law for the
privacy and/or protection of certain individuals, such as children, victims of
crime, witnesses to a crime or rehabilitated drug offenders, including those
pertaining fo the following:

(1) records of child and family cases;*®

(2) children in conflict with the law from initial contact until final
disposition of the case:?*

(3) a child who is a victim of any offense under the Anti-Child
Pornography Act of 2009, including the name and personal
circumstances of the child, or the child’'s immediate family, or any
other information tending to establish the child's identity;*

(4) achild witness, who is a victim of a crime, an accused of a crime, or a
witness to a crime, including the name, address, telephone number,
school, or other identifying information of a child or an immediate
family of the child:?®

(8) cases involving violence against women and their children, including
the name, address, telephone number, school, business, address,
employer, or other identifying information of a victim or an immediate
family member;?’

(6) trafficked persons, including their names and personal
circumstances, or any other information tending to establish the
identity of the trafficked person;2®

(7) names of victims of child abuse, exploitation or discrimination:2°

1 Section 4, Data Privacy Act of 2012.

22 An Act to Exempt the Publisher, Editor or Reporter of any Publication from Revealing the Source of
Published News or Information Obtained in Confidence (RA No. 53), as amended by RA No. 1477.
May be invoked by government newspapers.

% Section 12, Family Courts Act of 1997 (RA Act No. 8369).

** Section 43, Juvenile Justice and Welfare Act of 2006 (RA No. 9344).

? Section 13, Anti-Child Pornography Act of 2009 (RA No. 9775).

% Section 31, A.M. No. 00-4-07-SC, Re: Proposed Rule on Examination of a Child Witness.

*" Section 44, Anti-Violence Against Women and their Children Act of 2004 (RA No. 9262); and
People v. Cabalquinto, G.R. No. 167693, 19 September 2006.

2 Section 7, Anti-Trafficking in Persons Act of 2003 (RA No. 9208), as amended by RA No. 10364.

* Section 29, Special Protection of Children Against Abuse, Exploitation and Discrimination Act (RA
No. 7610).



(8) disclosure which would result in undue and sensationalized publicity
of any case involving a child in conflict with the law, child abuse, or
violation of anti-trafficking of persons;*

(9) records, documents and communications of proceedings involving
domestic and inter-country adoptions, including the identity of the
child, natural parents and adoptive parents;*'

(10) names of students who committed acts of bullying or retaliation;*

(11) first time minor (drug) offenders under suspended sentence who
comply with applicable rules and regulations of the Dangerous Drugs
Board and who are subsequently discharged; judicial and medical
records of drug dependents under the voluntary submission program;
and records of a drug dependent who was rehabilitated and
discharged from treatment and rehabilitation centers under the
compulsory submission program, or who was charged for violation of
Section 15 (use of dangerous drugs) of the Comprehensive
Dangerous Drugs Act of 2002, as amended; and *°

(12) identity, status and medical records of individuals with Human
Immunodeficiency Virus (HIV), as well as results of HIV/Acquired
Immune Deficiency Syndrome (AIDS) testing;>*

5. Information, documents or records known by reason of official capacity and
are deemed as confidential, including those submitted or disclosed by entities
to government agencies, tribunals, boards, or officers, in relation to the
performance of their functions, or to inquiries or investigation conducted by
them in the exercise of their administrative, regulatory or quasi-judicial
powers, such as but not limited to the following:

a. Trade secrets, intellectual property, business, commercial, financial and
other proprietary information;*®

% Section 14, Juvenile Justice and Welfare Act of 2006; Section 7, Anti-Trafficking in Persons Act of
2003, as amended; and Section 29, Special Protection of Children Against Abuse, Exploitation and
Discrimination Act.

*" Section 15, Domestic Adoption Act of 1998 (RA No. 8552) and Section 43, IRR of RA No. 8552:
Sections 6 and 16(b), Inter-Country Adoption Act of 1995 (RA No. 8043) and Sections 53, 54 and 55
of IRR of RA No. 8043.

% Section 3(h), Anti-Bullying Act (RA No. 10627).
** Sections 60, 64 and 67, Comprehensive Dangerous Drugs Act of 2002 (RA No. 9165).
** Sections 2(b), 18, 30, and 32, Philippine AIDS Prevention and Control Act of 1998 (RA No. 8504).

% Sections 45, 106.1, and 150.2, The Intellectual Property Code (RA No. 8293, as amended by RA
No. 10372); Section 66.2, Securities Regulation Code (RA No. 8799); DOST Administrative Order No.
004-16; Section 142, The Corporation Code (BP Blg. 68); Section 34, Philippine Competition Act (RA
No. 10667); Sections 23 and 27 (c), The New Central Bank Act (RA No. 7653);, Anti-Money
Laundering Act (RA No. 9160); Section 18, Strategic Trade Management Act (RA No. 10697);
Sections 10 and 14, Safeguard Measures Act (RA No. 8800); Section 12, Toxic Substances and
Hazardous and Nuclear Wastes Control Act of 1990 (RA No. 6969); Article 290, Revised Penal Code:
Section 10.10, Rule 10, 2012 Revised IRR of Build-Operate-Transfer Law (RA No. 6957); and
Revised Phifippine Ports Authority Manual of Corporate Governance.
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b. Data furnished to statistical inquiries, surveys and censuses of the
Philippine Statistics Authority (PSA);*®

c. Records and reports submitted to the Social Security System by the
employer or member;*’

d. Information gathered from HIV/AIDS contact tracing and all other related
health intelligence activities;®

e. Confidential information submitted to the Philippine Competition
Commission prohibited from disclosure by law, including the identity of the
person who provided the information under condition of anonymity;*®

f. Applications and supporting documents filed pursuant to the Omnibus
Investments Code of 1987;%

g. Documents submitted through the Government Electronic Procurement
System;"’

h. Information obtained from accessing any electronic key, electronic data
message, or electronic document, book, register, correspondence,
information or other material pursuant to any powers conferred under the
Electronic Commerce Act of 2000;*

i. Any confidential information supplied by the contractors in mineral
agreements, and financial or technical assistance agreements pursuant to
the Philippine Mining Act of 1995 and its Implementing Rules and
Regulations (IRR), during the term of the project to which it relates;*

J- Information received by the Department of Tourism (DOT) in relation to the
accreditation of accommodation establishments (such as hotels and
resorts) and travel and tour agencies;**

* Section 26, Philippine Statistical Act of 2013 (RA No. 10625); and Section 4, Commonwealth Act
No. 591. May be invoked only by the PSA.

¥ Section 24(c), Social Security Act of 1997 (RA No. 1161, as amended by RA No. 8282).
*® Section 29, Philippine AIDS Prevention and Control Act of 1998 (RA No. 8504).

% Section 34, Philippine Competition Act (PCA), RA No. 10667 and Section 13, Rule 4 of the IRR of
PCA. This exception can be invoked by the Philippine Competition Commission subject to well-
defined limitations under the PCA.

*0 Section 81, EO No. 226 (s. 1987), as amended.

*! Section 9, Government Procurement Reform Act (RA No. 9184).
*2 Section 32, Efectronic Commerce Act of 2000 (RA No. 8792).

* Section 94(f), Philippine Mining Act of 1995 (RA No. 7942).

* Section 1, Rule IX, DOT MC No. 2010-02 (Rules and Regulations to Govern, the Accreditation of
Accommodation Establishments — Hotels, Resorts and Apartment Hotels); and Section 23, DOT MC
No. 2015-06 (Revised Rules and Regulations to Govern the Accreditation of Travel and Tour
Agencies).




k. The fact that a covered transaction report to the Anti-Money Laundering
Council (AMLC) has been made, the contents thereof, or any information
in relation thereto;*

|. Information submitted to the Tariff Commission which is by nature
confidential or submitted on a confidential basis;*®

m. Certain information and reports submitted to the Insurance Commissioner
pursuant to the Insurance Code;"’

n. Information on registered cultural properties owned by private
individuals;*®

o. Data submitted by a higher education institution to the Commission on
Higher Education (CHED);*® and

p. Any secret, valuable or proprietary information of a confidential character
known to a public officer, or secrets of private individuals;*

6. Information of which a premature disclosure would:

a. in the case of a department, office or agency which agency regulates
currencies, securities, commodities, or financial institutions, be likely to
lead to significant financial speculation in currencies, securities, or
commodities, or significantly endanger the stability of any financial
institution; or

b. be likely or significantly frustrate implementation of a proposed official
action, except such department, office or agency has already disclosed to
the public the content or nature of its proposed action, or where the
department, office or agency is required by law to make such disclosure
on its own initiative prior to taking final official action on such proposal.®”

7. Records of proceedings or information from proceedings which, pursuant to
law or relevant rules and regulations, are treated as confidential or privileged,
including but not limited to the following:

5 Section 9(c), Anti-Money Laundering Act of 2001, as amended. May be invoked by AMLC,
government banks and its officers and employees.

*® Section 10, Safequard Measures Act.

*7 Section 297 in relation with Section 295 and Section 356, The Insurance Code (as amended by RA
No. 10607).

“® Section 14, National Cultural Heritage Act of 2009 (RA No. 10066).
“® CHED Memorandum Order No. 015-13, 28 May 2013.

% Articles 229 and 230, Revised Penal Code; Section 3(k), Anti-Graft and Corrupt Practices Act (RA
No. 3019); Section 7(c), Code of Conduct and Ethical Standards for Public Officials and Employees
(RA No. 6713); Section 7, Exchange of Information on Tax Matters Act of 2009 (RA No. 10021); and
Section 6.2, Securities Regulation Code (RA No. 8799).

°" Section 3(g), Rule IV, Rules on CCESPOE.



a. Mediation and domestic or international arbitration proceedings, including
records, evidence and the arbitral awards, pursuant to the Alternative
Dispute Resolution Act of 2004;>?

b. Matters involved in an Investor-State mediation:>

c. Information and statements made at conciliation proceedings under the
Labor Code;**

d. Arbitration proceedings before the Construction Industry Arbitration
Commission (CIAC);*

e. Results of examinations made by the Securities and Exchange
Commission (SEC) on the operations, books and records of any
corporation, and all interrogatories propounded by it and the answers
thereto;®

f. Information related to investigations which are deemed confidential under
the Securities Regulations Code;’

g. All proceedings prior to the issuance of a cease and desist order against
pre-need companies by the Insurance Commission; >

h. Information related to the assignment of the cases to the reviewing
prosecutors or the undersecretaries in cases involving violations of the
Comprehensive Dangerous Drugs Act of 2002;*°

i. Investigation report and the supervision history of a probationer;*°

I Those1matters classified as confidential under the Human Security Act of
2007:°

% Sections 9, 23 and 33, Alternative Dispute Resolution (ADR) Act of 2004 (RA No. 9285); and DOJ
Circular No. 98 (s. 2009) or the IRR of the ADR Act.

% Article 10, International Bar Association Rules for Investor-State Mediation.
** Article 237, Labor Code.
* Section 7.1, Rule 7, CIAC Revised Rules of Procedure Governing Construction Arbitration.

% Section 142, Corporation Code. May be invoked by the SEC and any other official authorized by
law to make such examination.

*" Sections 13.4, 15.4, 29.2 (b), and 64.2 of the Securities Regulation Code.

% Section 53(b)(1) of the Pre-Need Code of the Philippines. The confidentiality of the proceedings is
lifted after the issuance of the cease and desist order.

% DOJ Department Circular No. 006-16 (No. 6), 10 February 2016.
% Section 17, Probation Law of 1976 [PD No. 968 (s.1976)].
®' Sections 9, 13, 14, 29, 33 and 34, Human Security Act of 2007 (RA No. 9372).
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k.

Preliminary investigation proceedings before the committee on decorum
and investigation of government agencies;62 and

Those information deemed confidential or privileged pursuant to pertinent
rules and regulations issued by the Supreme Court, such as information
on disbarment proceedings, DNA profiles and results, or those ordered by
courts to be kept confidential;®®

8. Matters considered confidential under banking and finance laws and their
amendatory laws, such as:

a.

b.

d.

e.

RA No. 1405 (Law on Secrecy of Bank Deposits);

RA No. 6426 (Foreign Currency Deposit Act of the Philippines) and
relevant regulations;

RA No. 8791 (The General Banking Law of 2000);
RA No. 9160 (Anti-Money Laundering Act of 2001); and

RA No. 9510 (Credit Information System Act);

9. Other exceptions to the right to information under laws, jurisprudence, rules
and regulations, such as:

a.

Those deemed confidential pursuant to treaties, executive agreements,
other international agreements, or international proceedings, such as:

(1) When the disclosure would prejudice legitimate commercial interest
or competitive position of investor-states pursuant to investment
agreemen’ts;64

(2) Those deemed confidential or protected information pursuant to
United Nations Commission on International Trade Law Rules on
Transparency in Treaty-based Investor-State Arbitration and
Arbitration Rules (UNCITRAL Transparency Rules);®® and

(3) Refugee proceedings and documents under the 7957 Convention
Relating to the Status of Refugees, as implemented by DOJ Circular
No. 58 (s. 2012);

62 Section 14, Civil Service Commission Resolution No. 01-0940.

& Section 18, Rule 139-B and Section 24, Rule 130 of the Rules of Court; and Section 11 of the Rule
on DNA Evidence, A.M. No. 06-11-5-SC.

8 Examples: Article 20 (2), ASEAN Comprehensive Investment Agreement; Article 15 (2) Agreement
on Investment under the Framework Agreement on the Comprehensive Economic Cooperation
between the ASEAN and the Republic of India; and Article 15 (2) of the Agreement on Investment
under the Framework Agreement on the Comprehensive Economic Cooperation among the
Government of the Member Countries of the ASEAN and the Republic of Korea.

% Article 7, UNCITRAL Transparency Rules.
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Testimony from a government official, unless pursuant to a court or legal
66
order;

When the purpose for the request of Statement of Assets, Liabilities and
Net Worth is any of the following:

(1) any purpose contrary to morals or public policy; or
(2) any commercial purpose other than by news and communications
media for dissemination to the general public;®”

Lists, abstracts, summaries of information requested when such lists,
abstracts or summaries are not part of the duties of the government office
requested;®®

Those information and proceedings deemed confidential under rules and
regulations issued by relevant government agencies or as decided by the
courts:®®

Requested information pertains to comments and disclosures on pending
cases in judicial proceedings;’® and

. Attorn%y-client privilege existing between government lawyers and their
client.

% Senate v. Neri, supra; Senate v. Ermita, supra.
7 Section 8(D), Code of Conduct and Ethical Standards for Public Officials and Employees.

b Belgica v. Ochoa, G.R. No. 208566, 19 November 2013; and Valmonte v. Belmonte Jr., G.R. No.
74930, 13 February 1989, 252 Phil. 264.

* Examples: 2012 Guidelines and Procedures in the Investigation and Monitoring of Human Rights
Violations and Abuses and the Provision of CHR Assistance; Government Service Insurance
System’s Rules of Procedure of the Committee on Claims; National Labor Relations Commission
Resolution No. 01-02, Amending Certain Provisions of the New Rules of Procedure of the National
Labor Relations Commission, 08 March 2002; Department of Agrarian Reform MC No. 07-11, 19 July
2011; Department of Social Welfare and Development MC No. 021-12, 16 October 2012: and Section
42, Investment Company Act (RA No. 2629); When the information requested is not a matter of public
concern or interest as decided in Hilado v. Judge Amor A. Reyes, G.R. No. 163155, 21 July 2006.

" Romero v. Guerzon, G.R. No. 211816, 18 March 2045.

™ Canon 21 of the Code of Professional Responsibiliy.

-
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OF THE PHI. LIPFINES

MEMOBANDIN CYRCULAR RO, _78.

PRGMULOATING AULES GOVEIING SNCURITY OF GLASSIFIED SuTIER Ik
. | COVERNMANT ODYIGES.

The followving regulutions entitled "SECUNITY (F CLASSIFIED
MATTER TR COVERIINT DEPARTIGNTS AND LHSTRUIENTALITILS® for safe-
guarding official matters affecting the national sgeurity, to be
anforce’ and obmerved in all departmenis, buresis, offless and
agoncles of the government in sll nutional, provineisl, mmicipal
ed oity levals, are hersby premulzated:

SECURITY OF CLABSINFIED ~4UTTER IN
GOVERIENT DEP. NOENTS & INSTRUMENTALILIES

Seotion I
GEMERAL
1. Clasaifisation categories, -
gs (fflolal nmattor vhich requires protection in the
intorest of national seeurity shell bo limited v four categcriss

of olassification which, in desconding order of importence, shall
carry rto of the following designationg:

’1 TOP SECHET

12} ssoamr ¥
‘3 CONFIDENTIAL
4) RESTRICTED

be The classifiovtions mentioned in subepay Y

above shall not ba sttached to a matter vhich does not ve
the national escurity or whioh does not relate to any one of thoze
specifioally enwmerated in parogrephs 4, 11, 17, and 23, below,

2 Netinftion of termg, «

L e e ferm TDipartaent® i¢ <esd to cver ey Pilipe -
b, e torm Wustter® includes everytaing, regardless &
1% phystoa] churustar, on or i vikdh {afornstion 1o recorded oF
notes, lstters, de'm. on;u. phm: . ) e s'
mashinery, modsls, apparatus, devisss, amd ell other produets or gubs-
tmt&luwmm&mm&mﬂ. Information which s
tranandtted orally 4s midarod as Sxatter® for purpsses of security.

o. The term %0f4c0r® (nelndes any Gvernment or istied Forees
official of offioer perdanontly or tesporarily exployed {n e Departe
Bont es defined in g,

d. The term “dooumont® covers any for. of recorded informa=
tion, ineluding printed, writien, drewn or painied matter, sound
recondings, photogzrapha, filns, ete. ®Dowumenta® are insluded in “matter®

’ o The term squipment® inocludes machinery, apparatius,
devices, supplics, sssmmition, ete.

fo %gscurdty Cleavanos® is the certificstion by a respensible
authority that ths perscn éuer!.bd is aleared for asccess Lo cleseified

nmatter at tho spproprinte level, Vd
ge Tho term Msed to know® g inoiple ubereby accesr
toclu%m iy cnly be given ”W"W . :@mf :

F tanic dutieds . Persons
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he The term “ouotodian” is an individual who has
posscesion of or is otherwise charged with the responsibility
tor safeguarding and sccounting of classified material.

i, "Cortificate of Destruction® is the certificeation
by & witnessing offirer that the clsssified matter described
theroin has beon disp.red of, in his presence, by approved
destruction methods (ANKEX A;. '

§o The torm “physical sscurity” is the eafeguarding
by physicsl moans, suoh as gusrde, fire protection measures and
ther sifilar mcans, of information, persommel, proporty,
utiltties, fecilitics and installations sgainst comprosise,
trespass, ssbotage, pilferage, theft, espionage or any other
dishonest or criminal act,

2 %3%2:‘;; %ff?gggg. « A projerly trained and cleared
Seourity Ufficer s b0 appointed in every Departmont of the
Government which handles claseified matter, He shall andergo
training to be conducted by the Kational Intelligence Cooréi~
nating Agenty or Armed Forocas of the Philippines intelligunce
agenoies, Mo chall be responsible to the Head of the Departaent
for the implementation and enforcemsnt of these regulaticns and
the necesssry action on breaches of avcurity. Before eappoini-
went as & Secuwrity Officer, an officer must first be cleared by
the Heed of the Departmeat fo, access to the highoot classified
mattor the Department is suthorized to handle. In providing this
clearance, the Head of the Department may coordinate with the
Notionel Intelligence Coordinating Agemcy or the Depertament of
National Defense,

Saction 11
TOP SECRET MATTER

Exanplest

&, Vory important poiizical documents dealing with
such matters as nogotiations for msjor slliances,

%, Major governmestal projecta such as drastic proe
posals to adjust the nation's economy (before official publi.

cation),

¢. Matter rclating to now and far reaching experi-
mental, technivsl and scientific developments in methods of
warfare o1 defenso, e.g., vital matter relating to stomic
warfore, dcfense against bilological warfare, or matter affecting
{:turo oporational strateogy. 4 TOP SECRET grading is justified
t

(1) It is likely to influence military strategy
materiallys

(2) 1t gives us a prolonged military advantage
over other nations;



@

(3) 1t is ldsble to compromice some¢ sther project
similarly graded. _

d, Critical inforomation rclating to vital gtrategic
areas end the supply of vital strategic materiales,

os Information which would indicatc the capabilities
or wajor succesgus of our intelligence services or which would
isperlil ceoret sources,.

f. Critical informntion sbout cryptography in so far

wrk me Lt relates to dovices and cquipment under development,

g+ Cortain compilations of data or itums which indi.
vidually may be cleseified BECRET or lower, but which col-
lectively should be put in a higher grade.

5. Glaspifisution Authority. -

8s Original classification authority for sssignment
of TOP SECRET claseification rests oxclusively with the Head
of the Departaent, Thie power may, however, be delegated to
authorised officere in instances when the nccegsity for such
arisos, ’

be Derivative classification authority for TOP SECRET
classification say bo granted those officers who are required
to give comments or responscs to a communication that negesei-
tates TOP BECRET response.

6. Reprodugtion. -

a8, TOP QECRET matter may be copicd, extracted, or
reproduced only when the classifying suthority has authorized
such sotion. Peraission to reproduce shall not extond beyond
8 specified numbor of copicve which are to be accorded the sace
troatmont es the original, At the time of fssuance of any TOP
SECRET document, the classifying euthority shall imsure that
;u:? copy of the document contzins a notation subataniially as
ollowss

‘ (1) “Reproduction of this document in whole or
$n part 4o prohibited oxcept with the permtssion of the issuing
office or higher authorityi" or

(2) “Reproduotion of paragraph(s) of
thia document is prohibited except with the permiseion of tke
dssuing office or higher authority; othor peragraphs say de
raproduged,”

be The reproduction of TOP SECRET matter shall be
carried out under the supervision of en authorized officer-
All meterials and waste incidental tc the reproduction shs .1
:; a::guatcd for and dispocad of as prescribed in cubeparagraph
a OWe

7. fﬂ!ﬂﬂfﬁlﬂ- « The Hoad of the Department shall require
physical inventory of all TOP SECRET matter in the cuetod; of

hie Departmont at least once a year. Appropriatc action on
custodial deficiencies shall be made,

8. ZIrsnemission. -

a. 7YTOP SECKET matter in the clear chall be tremsmittcd

N et



IR schn.

by any of the follswing meanss

(1) By direct sontact of officers conoerned,
(2) By the officislly designsted courier.

(3) By eccocpunied Dopartment of Foreign Affsirs
diplomatic pouch,

, b, TOP SBECRET metter shall not be transsitted by aail,
¢Xpress or eloctrical soans, unless in eryptographic form.

9. Storage. - TOP SECRET mattor shall be stored =

®s In a safe, stecl file cabinet or other steel cune
tainor equipped with o builtein, thres-position, disl-type
combination loek which is of such weight, aise and oonetruction
as to ainisize possibility of physical theft or damags by fire

or tempering,

be In a secure room or vault whick is approved for
auch use by the Hoad concerncd and which assures protection
comparable to subeparagraph a sbove.

10, E%ggeng;éfa. = TOP BECRET matter, shich becomes eli-
giblo for destruction inm aceordance with approved schedules,
shall be destroyed as presoribed below:

|
& Destruction shall be accomplished by burning or
pulping by the custodian in the prosenco of & witnessing
officer dosignnted by the respensible Heed, Witnessing psrson-
nel must have & TOP BECRET clesranve,

be A certificate of dewtruction shall be prepared
and forwarded to the originating office.

Section III
SECKET MATTER

11, DPefinition caiOEBation and saterisl (p 4
IALION oF of ADY Fovernmental sorivify ¢ amiti rals
Exanples:

8., High level directives dosling with isportant
negotiations (as distinct from asjor negotiations which would
be in the TOP SECRET category) with other countries,

b. Proposals for new echemos of governmental op other
controls, foreknowlodge of which would seriously projudice their
operation,

Ce Matter relating to certain new mothods of wurfare
or defense, including setiontific and tochnicsl dovelopments, not
classified us TOP SECRET, %8+, Naw designe of Bervice sireraft,
gutdod projectiles, tanks, rader and anti{-gubmarine devices, A

ECRET grading ie Justified 1if:

(1) It satertal influences
ailitary tactics; 1y ©8 & sajor sspect of

‘-k-



“any

e

. (2) It tavolves a novel prirciple applicablie to
sxisting isportant projoots;

(3) 1t ir sufficiontly revolutionary to rewult in
& major advance in uxisting techniques or in tho performance of
exiating seoret weapons;

(4) 1t i¢ ldable to compromice some other projecte
already so raded, .

kh 4, Plans or dotails of schemes for the defense of areas
€ grther than vitsl strategic areas, including plans or particulars
of ovperations connectod with them,

. €. Vital militery information, including photographe,
Baps, $tG., relating to important defonges, estab;isbacata. and

inetalistione,

f. Intelligunce which i{s not in the TOP SECRET category
but which would rovenl a sccrot source, or the value of whigh
depends upon concenling the fact thet we posseas it,

8¢ Cryptographic devicas and equipwent unless
apocifically ussigned to a lower claseification,

ke Certain compilations of data or items which indi-
vidually may be clnon!fied CONFIDENTIAL o lower, but whiek
collectively should be put in a higher grade,

. 12, Clagsificntion Authority. - Sass es for TOP SECRET
sattor,

13. Baproductica. - Same as for TOP SECRET matter,

b, tggion - SECRET matter shall be tranasitted es
indicated below: :

a, Betwec. points within the Philippinest
(1. Diiect contast of officers concernsed,
. (2) Electrical means in cryptographic fora,

(3) Courier specifically suthorized by the
transmitiing agency, A

(4) Puitippire registored mail,

bs Between polnte from within and cutside the fhilipe
pines and vice-versa, and betweon points outeide the Philippines:

(1) 4s osu*horized in sub-paregraphe 1ha(l)
through (3) esbove,

’
(2)  Accompanied Department of Poroign Affairas
diplomatie pouch,

15, 55;;55%. - SECRET matter shail be stored in s manner
&uthorizod for TOP SECRET documents, or in metal file cavinets
squipped with a cteel lockbar and combination padlook of whieh
the manufecturer's ‘dentification nusbers have been abliteratod.
The file cabinets muct be of such sisge, weight, conatruction

or installation o¢ eu ‘o minimize the ohamce of unauthoriced
physical removal or ihe possibility of persons guining

-8



usauthoriged access by transferring or msnipulstion or danago
by five,

16, Lugtigne ~ Sane as for TOP SECRET matter except
that the witneowing officer need have SECRET clearenve only and
that no gertificate of destruction nsed bo propared, Only
recorde of destruction shall be saintaised.

Sosation 1V .
CONFIDERTIAL MATTER

 §i:: fgiiiﬁ:? X
. TITH

Examplees _ _
as Plans of Governmont projects suoch as lund develop-

sent, hydro-elestric schemes, road development, or development
of mreas, .

be Routine Service reports, e¢.g., on opsrations and
exoroises, which contain information of value but not of vital
intersst to a foreign power,

os Routine Intelligence mports,

/é. Technical matter not of sajor importance but which
has a distinet military velue or requires protection otherwise,
Cefoy HOW WOApOHS c8loulated to influence minor tsstics or
Sorvice tests of war equipment of & etandard pattern, A CONFl.
DENTIAL grading 1o Justified 4f:

- (L. It 40 wore than & routime modification oy
logical improve.snt of existing natoriuls and is sufficiently
eivanced to result in sudbstantial iaprovesesit in tho performance
of existing CONFIDENTIAL weapens;

(2) It te suffictently important potestially to
seke it desirable to poatpone kaowledge of its value reaching
a foreign nation;

(3) It is liable to comprozise some other project
already so graded,

¢. Certain personnel records and staff aattors,

fo Certain compilations of data or itens which inds.
vidually say be rlassified RESTRICTED, or which Eay be une

ci:cliticd. but the aggregation of which enhances their socurity
vaiue, . ,

€8s Hatters, invostigations and dogusents of o personal
and disoiplinary nature, the knowledge of which is desirable to
safeguard for sdministrative reasons.

he 1dontification of porsonnci being investigeted for
sisconduct, ancmaly or fravd prior to the filing of appropriate

charges or coempletion of the find
Pﬂrvg:e. onp indings of boards erasuted for suck

- 6 -



18, Lasalfiontio gthority, = Any officer is authoriced
to assign CONFIDENTIAL clessification to eny mstter in the
performance of hie duties,

19. Regp ction, = The copying, e¢xtracting from or reproe-
dustion o NFIDEX

AL matter 1s authorised oxcept whenm the

originator or higher authority has speoifically denied this
authority,

20, Zransmission. - Same as for SECRET matter,
"« 1. ftorege. - Same es for SECRET matter.

a2&, gggggggﬂggf. - 8ame no for BECRET matter oxcept that
the presonce of a witnessing officer snd records of destruotion

are not raquired,

Seation V
RESTRICTED MATTER

Examplen:

8. Dopartmental books of instruotion and training and
teshnical documenty intended for officisl use only or not
intendud for release to the pubiic.

b. Routine informetion relating to the supply and pro-
euregent of military stores,

¢. Minor modifications and routine tests of equipmunt.

d, Certain compilations of data or items which indi.

vidually may be ‘nclassificd but which in the aggregate warrant
a8 clessification,

T : Ly he same a3 fop

WWIDSNTIAL matter, Reproduction is suthoriszed. Tranemission
shall be through the normal diesemination system, Destruction
shall be the sese as for that of CONFIDENTIAL matter.

Scetion VI
CLASSIFYING ARD MARKING

25, ggnfgg%. = The originators of classified matter shall
be rospousible for iis proper olassification, Overclameifi-

cation should be avoided because it prejudices the integrity
of the classification system, doprecistes the importance of
correctly clacsifiod matter and creatos unncoesssry delay,
expense and administrative burden,

26. Buleg for classification. -

as Documents shall be classified asccording to thotr
content,

“«?a
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b, Th. .verall claasification of a file cf a group

' of physically conr cted documents shall be nt leaat as high aze -
that of the highest classified documest therein. Pagén, para-

graphs, soctions cr comporents thereof =iy bear different

clasai fications, Dcrumente separated from the file or group

shall be handled in accordance with their individual classifi-

cations,

¢e Traunsmittal documents or indorscments which do not
contair classified information or which contain information
. o *Jeleaseified lower than that of the preceding clement or inclosure
shall include a notation for automatic downgrading.

d, Correspondunce, indices, receipts, reports of
A posscesion, transfur or destruction, catalogs or accession lista
shall not be clssaified 4f any rceference to classified matter
does not disclose ¢lsasified inforeation,

£r RO AT SR ST e

o, Classificd matter obtained from other Departsente
shall rotain the same original clasgification,

f. Classificd matter furnished to the Philippine
Governmont by a forcign government or international organi-
sation shell be assigned s clsssification which will assure a
degree of protection equivalont tc that required by the governe :
vent or internctional organization which furaished the classie ;
fied matter, In addition, eny spscial handling instruction ;
shall bo complied with,

4 27, rYy
sariked us fo

e !ahgnn% Qgggggngg. = The assigned classification
for undound dcoumonts, such as letters, memoranda, reports,
telograss and eisilar docuseats, the pages of which are not
peraanently and securcly fastencd together, chall be marked or
stamped (nmot typed) conspicucusly at the top and bottos of all
pages which contain classified information. In marking, stauping,
or printing the slassification categories, the letters shall be
larger thas the nurmal lettering of the rest of the docusment,
Front and Sack covers, and title pages, whan uced; first pages;

v and any routing instructions or other papers of sny size which
conceal or partially conceal the cover, the title or first page
shall bear the marking of the overall classification of the
document, Other pages, except pages of messages to be tranes-

~mitted ¢lectrically, shall be msrked according tc the olassifi-
cation of their own content, A cover shall be marked on its
outer surfase.

edng, « Classificd matter shall bs

lowss

ST A N AR 1 o 2

-, IOy 2P

R,

erpanently bound documentsa. - A permanently bound
doocument is de? d tich ¢the pages canpot be
renoved without damage or mutilation, The classification of
permanently bound documents, such as bcoke or pamphlets shall
s be conspicuously aarked, stamped or printed in letters larger
than the norsal lettering of the rest of the cover or page,
at the top and bottom, on the first and back pagus, and on the
outatide of the back cover,

L 1Y RELAENS . SRADLYDE OFf L ORGe The ¢lugaifi-
cation of a paragraph, chapter or section shail be indiceted
by f{neluding the initial of the appropriete classificsticn in
parenthesis at the ond of such paragraph, chapter or section,
Unelassificd parts of classified documents will de marked "(U)*,

-8 - H
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4 prpductions - L11 copien or reproduction of
elas‘itied.mé%fgr shall bde¢ marked in tho same mapncr as the
original,

ographs - Negatives shall be sarked with
the apprepriate clasa 1 nt on sarkings and kept Lo containers
bearing conspisuous clasaification sarkings, Roll negatives
shall be marked at the beginning and ond of ench strip., Single
nogatives sholl be marked with the appropriate cloncification,
The top and bottom of each pnotographic primt and the conter

of the reverse side shall be ceriked with the sppropriate clasei-
fication,

Motion pleture mg - Classified sotion
pioture filus shall be marked et the beginaing snd eud of sagh
roll and ${n the title of each film, and shsll be kept in con-
tainere boaring conspicuous classificaticn markings,

(3 ﬁﬂﬂﬁﬁ;§!22§ﬁﬁnga - Classified sound rocordings :
shall be marked on xeadily obaervable portions with the approprie :
ate markings, preferably at the beginning and at the end; when #

astored, the container shall display similar markinge, When
possible the slassification shall be announced at the boginning
and ond of recordings,

Chant=, coni §LEEicsa.- Claseified charts,
| - mape and dr g3 shell csrrg he classification sarking under
A |

i the legond, title blcok, or scale in such a manner that it
can be reproduced on all copiles eade thorefroas, Such olessi-
fication shall alsc be prominently msrked at the top «nd

L bottom in each instance and, if the document ie rolled or
' ’i folded, on the back in a clearly visible place,

i
P
|
|
1
i

g adycte or substance « The assigned classifi-
cation shall be oconspicucusly me -od on olassified produots
or substances and on their containers, if possible, If the
articls or c¢ontu'.ner cannot be marked or if it is neooesasry to
sonceal the classified nature of the material, written notifi-

cation of tho classification skell be furniohed the recipients
of such products or subastences,

o TR TR T I SRR e R BRI T

; rinl. - Uncla=sified saterial
e " BIFIED, unless it is ssaential to
conveygeto a recipicnt of suoh saterial thet it has beon examined

spocifically with the viow of {mposing a clesasification and that
it has teen dotermined to be untlasoified,

. ' horized yoreonu
outside the Department, the following notution. in addition to
the assigned classification markings, shail b¢ plased on the .
p dooument, on the material, on ita contasiner, or, when as inCicated
in sub-paragraph g above, sarking is iapracticabls, on the wrieten
notitication of 1ts aseigned clsasification:

“This material ccntaine inforazation
affooting the national security of the Fhilip-
pinea, the transuission or revelation of which
in apy mannor to unauthorised porsonn ia
punishable under the Revised Penal Code antd
the Espionage Act (CA Kr 616).%

e 9 e



a. All pages of unbound TOP SECRET and SECRE? documente

shall be marked with the followings (COPY or COPIES)
- (PAGE of PAGES)

be 411 bound TOF SEURET and SECRET matter shall be
sarked on the front cover ans followss (COPY oF COPIES,

_ Scotion VII
CONTROL OF CLASSIFIED MATTER

29, ks « = Heads

of Departments handiing clessified matter ehall issue orders
deaignating thair respective custodians of classified matter.

Cuptodiane chall -
& Btore sll classificd oatter.

b, HKaintein s registry of classificd matter showing
all classified matter received and to whom transaitted,

¥

¢ Maintein s current roster of persons suthoriged
acoess to classified matter for each classification in the

-offico,
74, Insure physionl scourity for classified matter.

e, Condust an inventory of all OF SECRET matter as
sphcified in pavragrsph 7,

v £, Upon his raliif, account for all TOP SECRE! and
S8ECRET matter by invemtory and transsit the same ‘o his
SUGCesSOY,

aent pers aro prohibited | ping privite records,
diaries, or pap re containing statements of facts or opinions,
either official or pyrsonal, concerning sattors which are
related to or which affect msticnal interest or security, Also
prohibited are the colloction of souvenirs or obtaining for
personal use whatsoever any matter classified in the interest
of nationsl security,

3. Qigggfﬁnggxga. - Dimsemination of claseified matter
shall be restricted tc properly cleared persons whose official
duties require knowledge or possession thereof., Rosponsibility
for the determination of “povdeto-know™ rests upon both each
individual, who has posceseion, knowledge or commend comtrol
of the information involved, and the recipisnt.

32.

a. Indiscrect discuscions or conversation involving
claseified matter shall not be engaged im within the presence
of or with unauthorized persons,

b. When o locture, address or informal talk to s

group includes clussified matter, tho speaker shall snnouss
the classification at the begzaaius cnap:ud of the period, *

«10.
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2o ALl personnel lsaving the Goverzment Sorvice shall

be werace &@ilast valewtud dlsclagures of cdaeailiod gakier.
ol

Department,

,_Polisy. = Fo porsor in the Goverasent
. 'ally, visually or by written communication any
olaseified matter outside his own Departaent unless sush dis-
olosure has bee¢n procossed and clearsd by the Departacnt Head
or his suthorized reprossntative,

b, BRelemse of classified matter to Congross. -

(1) Goverasent porsonnecl, whon giving oral
testinony bafore Congressional Committees involving clessified
satter, shall advise the committeo of the classification thereof,
Government personnel called upon to testify shall obtais meces-
sary and prior instruction from his Department Head concerniung

dicolosure,

(2) Wnen Congressionsl members visit Govermment
offices, Departsent Heads are authorized to sslease olsssified
satter which is deesmed an adequate rooponse to an inquiry pro-
vided that it is required in the performance of officisl
funstions,

LY 2882 0NUr : s OPOL N LOVYErRRents ¢
Classified matter may be relcased to foreign governments or
nationsls of countries having defense obligetions with the

Philippines, in accordance with subeparagraph 34s sbove, The
relsace shall be made only sfter assurance by the requestiug

foreign agency or national that:

(.) 1Its uge shall be solely for the purpose for
which the classifiocd mstter is requested,

(2) 1t ahall be treated or handled in accordance
with the classification categories of the originating office,

(3) Mapdling shall be made by security-clesrsd
pervonnel,

(4) Reproduction and dissemination shall not be
made without the consent of the Department Head,

‘o bl A SARSRLIEZO0 §

Classifiod aa B&il be relecsed for public consumption
upon the consent of the Departsent Head or khis authorised
reprasentative, However, in instances where thers is & demand
or noed for releasing clessificd information, extreme care and
caution must be exorcised to analyte in detail the gontonts of
the classified matter before release. Normally, all inforsation
are released through Public Information Cffioure, Public Infore
sation Officors should be asaisted in the anslysis of classified
information by the Jecurity Officer.

/

./w'h g
e L PARSASSULS _Chrgugh got 004 ARG e ekingg. =

(1) Disclosure of classified satter in confersnces
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and othker gethorings whick inelude personnei outside ¢hs Depsrt-

oot shall be lu eccordamse with subeparagraph 34a sbove. In
conducting conferences involving classified informution, the
gollowing data should be requested from each participant?

(a) Bume and desigustion or position of
participant,

(v) Addreoss of participant,
. (¢) 8Bignature of participant,
(2) Phyeseal scourity of the conference rocs

should be assured. JSponecring agencies shall cbeerve, =mong
other things, the following:

(a) A&rrangesents for sduiseion of thoae
porscns suthorised to sttend, All individusls muet produce
positive Ldentificatica, .

(b) Arrangements for protection of classi- ¢
fied matter bandled during tho ameeting. 4

(a) Comtrol of signsl equipment, notes and E
zemorenis, &

(4) Provision of sdequate gusrds, ¢

35. BRamc¥al. ol classifisd satier from eoffiges for officis)
nee.

. a, Classified matter shall not be removed from offices
for the purpese of working on such matter at night or for other
purposes involving personal convenionce. When nocessity requires
such removal, Depsrtucat Hoads tirough the Security Officer shall
ineure that adeguate controls are eostablished as followst

(1) An appropriate authority specificelly dosig-
nated by the Deportment Head shall suthorise cach resoval only
after insuring that adequate sccurity for the satorisl can be
provided,

(2) B8torege safeguards shall be strictly obsesved,

b, Department Heads shall maintain a temporery record
An whatever appropriste form of all classificd matter removed
Iron their facilities or instsllations to insure thet thoy are
acoounted for.

- 36,

&, Any porson who becomes asarc of the disclosure,
or the possibility of disclosure, of classificd smatter to any
unauthorised person, or the loss of a classified document,
shall immediately notify by the fastest means aveilable thes

(1) Seourity Officer of the Department having
primary interest (mormslly the originator), and tho

(2) Department Head of the individual he
custody. u vice

be The Dopartment Head of the i{nd{vidusl having
custody shall cause an investigation to be made, %his

3
b
';:;
!
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investigetios will fix individual rsaponsibility for the comprow
nioe or possibie compromise of TOF SECREY and SECREY matter asnd,
when it ocan not be estebliehed, will fix responsibility on the
appropriate officer who allowod the existense of inadequste or
insecure conditions, eshich led to the cospromise or possidloe
compromice, In every casv, the Head of the Department con-
oorned shall taks positive uction to correct deficisnsies

and prevent reourrenccs, including appropriate disciplinary
action aad/or criminal proscoution against responsidle indi-
viduale, ~ .

Bection VIXX
REGRADING AND DECLASSIFICATION

a. Each Department Hewd shall keop under continuing
review all classified information in hie custedy, or of prisery
interest tc him, and will initiste downgrading or declassifying
sction as soon as conditions warrant.

be In obvicus cases of overclassificstion or upder~
clnesification, higher authority may adjust the classnification
without referral to the origimator, cxcept to motify the
eriginator of the change of claseiftcatiocr. The erigimator
will then take the action specified in parsgraph &0,

e, Originators or letters of transaittal or other
covering documents, classified solely or partislly because
of classified inclosures, shall placc on such documents a
notation substantially az followss

"REGRADED UNCLASSIFIED (or appropriste
classification) WHEN BEPARA F;ON
CLASBIFIED INCLOSURES.®

v bs For classification _urposes, indorsemente aad
uusbered comments or routing elips will be hamdled as separate
docunents, '

0s Holders of classified matter may downgrade or
declassify thes when circumstances do not warrant retention
in the original classification, provided the consent of the
appropriate classification suthority has heen obtained, The
doun{rcding or deolassificetion of extrsots from or parsphrases
of slansificd documonts aleo require the gonsent of the spproprie
steclessification authority. Material which has beon clessificd
by a friendly foreign nstion or international organication or
another Department of the Philippine Government u.ll be downe
graded or declassified only mith the consent of the originator,

3%, a§§§§§&ng. = 1f the rccipient of classified matter
believes ¢ ¢ has been classificd too highly, he may requeat
the originstor for ite Gowngrading or declassification., 1f the
reciplent of unclassified material belioves that it should be
classified or if the recipient of claseifted saterial bolieves
that its classification is nmot sufficiently protective, the

recipient say request the originator to classify the material
or upgrade it,

- 13-
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as The officisl takizg action to declaseify, down-
grode or upgrade classified ssterial shell notify ell
addroesess to whom the materisl was origisally transmitted,
Officlals providing additionsl distribution (other than
initial) of olaseified materisl should notify all recipients
to whos the additionsl distridution was furnished of the re-
greding ection required,

b, When downgrading s documsnt in part, tho origi-

nating Department shall notify recipients as to the new classi-

fioation of seperste chaspters, sections, paragraphs or other
appropriste subdivisicns,

b,

Be § :
is declassified, do fed or upgraded, each copy of the
oaterial shall be zarked or stazped on tks froant cover or on
the first page, if the document has no cover, with e notice in
the following umanners

+ 5

(1) REGRADED (enter new
classification), BY AUTHORITY OF
(enter title or position of official sutho o aake the
change), BY : (entor anan.ogrcln ard
orgenization of the cfficial eaking the ckange),
(enter the date on which the change was ©efe):

b, i;eggggjges;gazlgg.;ggg = Regraded docusonts and
zatorial shsll be re-stasped or re-marked (mot typed) as pre-
esoribed in paragraph 27 above ond thy old classification

sarkings lined through, If the docusent is declaseifisd, tho
olaseification markings on the outeide of the front and back
covers, title pags and first and bLeck pages of the text should
be lined through., Pricts of motion ploturc filas shall show
regrading or decleassification action on leaders attachod bote.
ween the »lain leader and firpt title framo,

Ceo §§§§;gn§g:ggrgxig - When cln;oifted docusents on
file can not be imsediately regraded for obvious reasons, such
as the insbility fo screen a lapge voluse of files to locate

the docuszent, the Department Hesd consernsd say estadlish o
systes in which individual documents are regraded when chargod
out of the file for use or acreened for regrading purpoess,

whichever occurs first, In cascs requiring upgreding, materisl

whall de given storage safeguasrde required by the new classi-
fieation,

Bestion IX
TRANSMIBSION OF CLASSIFIED MATTER
b2, Clageified dogumept recejpts. -

o Transuiosics of TOP SECKET end SECRET documents
shall be¢ covered by a receipt eystem (ANNEX B), Transaiesion
of CONFIDENTIAL documoits may be covored by a receipt systen
when required by the sender. '

be The receipt forms will identify the addressor,
addrossees and the docusent, but should not contsin classificd

.1“.
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iaforzation. It shall be eignod by the recipient and returned
to the sender., The nams of tho recipient shall be printed,
stanped or typed on the form,

sats, - Classified documents shall %o covesred
as follows:

vith gover sheets
For TOP SHCRHEY « 8% x 13" white paper lined

{ANNEX C) ’ with 1/2® green border.
For SECRET - 8% x 13" ghite paper 1lincd
(ANSEX D) with 1/2% red border.
For CONFPIDENTIAL - 8% x 13% whito paper lined
(ANEEX E) with 1/2% blue border.

Soourity classificaticn and instructions are printed on the
front pags of t'w cover sheet., The dack page is designed to
show a record of transmissicn of the doousent it will cover,

‘ a. ALl classified documents (CONFIDEN?IAL and up),
from the moment they are initiated, shall be covered by
appropriate cover shoets, which shall stay with such documente
until both are authorised for destruction,

} b, When a TOP BECRE? or SECRET dosument is reproduced,
the reproduced copice ghall be provided with nuw cover sheets
and the "Nogord of Transmiesios™ on the baek pago ehall rsoord
only thoge personnel who handled esach copy from the soment of
its reproduction.

¢o Cover sheets presoribed by thic Executive Order
zhall b used only for classificd docununts tranemitted among
the various Departasnts of the Hationel CGovernment,

i smbt -

. e s

as Classificd documents for trenesmission by Philipe
gi:: regiostered mail or diplesatic pouch shall be prepared as
ollowss

(1) The documents shall be inclosed in two opague
envelopes or govers,

(2) A receipt shall be incloscd with the document
as appropriate,

(3) The irnmer envelope or cover shall bs addressed
and sealed with svaling wax, The return adress shoulsd likewise
be written in the imner envelope,

, (k) The classification on the fromt and back of
the 4inner eavelope shall he markod in such & way that ¢the
parkings will be easily seen whon the ovter sover 49 roaovved.
8pecial markings required shall b~ placed on the front of the
inner enveolope,

(5) The inner envelope shall bo inclosed in the
opaque outer envelope or cover. The elassificetion sarking of
the innor envelope muet not be detoctable through the outer
envelopes

«15 e




(5) The outer envelope with the inner envelope

will then be forwarded. Clmesifisation or other apocial marke
ings shall not appesr on the outer emvelope,

be Classified documente for trunsmisgicn through
specifically authorised couriers shall be propared as follows:

- (1) The doousents shall be inglossd in an opague
sealed envelope,
(2) 7The document shzll be covered by a receipt
a8 approprisie, _

, (5) The envelops shall de sddressed and provided
’ with & return addrees. WNo classifiostion or other sarkinge
shall appear on the eavelcpe.

LA NEARLE SO & - EAREENY s ’l'."l"“&ﬂ 0‘

d mtt sPansnissia 3hin a Departnent shall
be goverasd by rogulations issued by the Head of ths Depart-
nent,

deotion X
SECURITY OF CONTAINERS

46, Znlesked ocotsisere. - |
8¢ Any person finding a contsiner of classified
satter unlocksd and unattended chells

(1) Report such fact inno&tneols to the Head of
the Departrant concerned, or to the Security Officer,

(2) Hotify the percon reoponsible for the cone
tainer and its contents,

(3) Look ths contsiner.

be When notified that & conteinsr of classifisd
matter has been found uplooked and unattended, the individual
responsible for the container shall cheek the ccntents for
vieible indications of tampering,

~%e Porscus who find classificd matter cut of safes
and unattonded ghell imwedistely teport such feot to the Ncad
of the Departument or to tie Security Cfficer,

47, Ragord of lcokios L JRa08 ge = Officers
responsible for 10F SICNET and SEUKET matte saintain a
ragsord of the time and date the container is locked and use
looked .

48,

Ratiens.

a. Combinations shall be changed at lesst once every
siz (6) sonths and at such othor times ng deened appropriste,
and at the sarlicst prasticabdle time followingt

(1) The loss or poesible cospromise of the safe
comdination,

e lb e |




(2) The discharge, susponsion or reassignment of
any person having knowledge of the combination,

(3) The recoipt of & contsiner.

be. ldentification numbers must be obliterated froam
combination padlooks prior tc their use, Threce«position diale
typs combination padlocks, the combinations of which can be
changed in the manner as those of losks built intc safes, need
ot have tho monufecturer's idenptificaticn numbers obliterated,

49 Gonteed QL KEXS. - ¥oys aball bc.;“fcwdod as followss

as All keys shall be recordsd in n control register
and checksd periodically.

be All keys for contsiners of classified matter shen
not 4in use chall de placed in a locked kox in the office under
the care of a responsible officer,

s Duplicate keys should be placed in & socaled oon-
tainor and kept in s coshinstion safe,

4. The loss of a key zust bo reported to the Head
of the Department or to the Seccurity Officer.

o, Department Heads shall institute additional

asasures to safegusrd keys aprropriate to their respective
offices,

w’/;;ottcn X1
KISCELLANEOUS

8e Clasgified informaxtion which should be withheld
from foroign nationale shall be stamped or marked with a
speoial handiing notice as foliows:

SPECIAL HANDLING REQUIRED. RELEASE
T0 FOREISN MATIONALS %07 AUTHORIZED EXCEPT
(enter "Nono” or
namec: of represcntatives of foreign nations
specifically authorized tc have acoess to
the document) BY AUTHORITY OF

(enter title or position

of official suthcrized to deteraine whioh
foreign nationale aay have accass to the
docusent) DATE
(onter dats),

8. An individual on travel orders who is authoriged
to have in his possession classified mattor shall safeguard
_such matter by one of the following methodss

(1) By sontacting and availing of the stor
: agea
facilities of the necarest rospectdi
or Armsd Forcee iuneallatioa;p:: vo field or branch office,

17 -
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(2) By keeping tic mattor under personal physical
contro}, at all times. :

b, Persomnecl on trav:l status shall not carry classi-
fisd satter acrops internation:l borders where the classificd
mntter may be liable to serutiay by customs ingpectors or other
unauthoriged individuals, Suci matter ahould be seat in advance
by diplomatis pouch or dipiome:ic courier only.

[ g%ﬂgg. ~ Departmcit Heads shall vrovide for ower-
geney destruction or safo removal of all oclassificd matter
under their jurisdioction shoull civi) digturbanses, dissster
or snemy sction require such s:tion,

be Anggzgzg%;gggegzg;_ggga. - 1f a craft carrying
classificd matter orced dcvn, otranded or shipwrecked on -
unfriondly territory or on nou:ral territory where capturs

appears imainent or, undor any other ¢ircusmstances whare 4¢

appoars unlikely that the oclsssified matter can properly be

protected, such matter gholl bt destroyed in any nanner that
#1111 render recognition impossible, preferably dy burning.

53 %aggg;f*_gg_{eeg;;ﬁggg_ggggggg. - Cotton, rayon, paper
and silk typewriter r us ar insecur¢ until typed through
at lesst twice, Ins:sure ribb no shall be appropriately safee
guarded 4if used to type claseiried information. Nylon ribbons

are secure at sll tices,

Sb, gégggggggg_gggég; - Wiste, such as sreliminary dra’ts,
notes, distaphone- or othor-tyss recordings, typewriter ribbons,
carbon paper, stencile, stenog-aphic notes, carbon plstes, ex-
posed filn (Geveloped or undev:lopsd) and similar items contain-
ing classifiod inforzation shell be disposed of in a manncr
prescribed for similarly classified satter, Certificate of
destruction is not required, :

3%, Supplempentsry gecuri L_;ggn&g*gfgt. » Department Hoads
shall pub h reguiations to sipplemen g Executive Order

to include mrasures approprist: to their respective Doparimente
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S. No. 2965
H. No. 4115

Republic of the Philippines
(longress of the Philippines
Hetrn Manila

Fifteenth @ongress

Srrond Regular Session

Begun and held in Metro Manila, on Monday,.the twenty-fifth
day of July, two thousand eleven.

—E—

[RepusLic ActNo. 10173 )

AN ACT PROTECTING INDIVIDUAL PERSONAL
INFORMATION IN INFORMATION AND
COMMUNICATIONS SYSTEMS IN THE GOVERNMENT
AND THE PRIVATE SECTOR, CREATING FOR THIS
PURPOSE A NATIONAL PRIVACY COMMISSION, AND
FOR OTHER PURPOSES

Be it enacied by the Senate and House of Representatives of the
Philippines in Congress assembled:

CHAPTERI
GENERAL PROVISIONS

SECTION 1. Short Title. — This Act shall be known
as the “Data Privacy Act of 2012".



SEC. 2. Declaration of Policy. — It is the policy of the
State to protect the fundamental human right of privacy of
communication while ensuring free flow of information to
promote immnovation and growth. The State recognizes the vital
role of information and communications technology in nation-
building and its inherent obligation to ensure that personal
information in information and communications systems in the
government and in the private sector are secured and
protected.

SEC. 3. Definition of Terms. — Whenever used in this
Act, the following terms shall have the respective meanings
hereafter set forth:

(@) Commission shall refer to the National Privacy
Commission created by virtue of this Act.

(b) Consent of the data subject refers to any freely given,
spectfic, informed indication of will, whereby the data subject
agrees to the collection and processing of personal information
about and/or relating to him or her. Consent shall be evidenced
by written, electronic or recorded means. [t may also be given
on behalf of the data subject by an agent specifically
authorized by the data subject to do so.

(¢) Data subject refers to an individual whose personal
information is processed.

(d) Direct marketing refers to communication by whatever
means of any advertising or marketing material which is
directed to particular individuals.

(e) Filing system refers to any set of information relating
to natural or juridical persons to the extent that, although
the mformation is not processed by equipment operating
automatically in response to instructions given for that
purpose, the set is structured, either by reference to individuals
or by reference to criteria relating to individuals, in such a
way that specific information relating to a particular person
1s readily accessible.

() Information and Communications System vefers to a
system for generating, sending, receiving, storing or otherwise
processing electronic data messages or electronic documents and

-
]

includes the computer system or other similar device by gr
which data is recorded, transmitted or stored and any procedure
related to the recording, transmission or storage of electronic
data, electronic message, or electronic document.

(g) Personal information vefers to any infm‘llnatmn
whether recorded in a material form or not, from which the
identity of an individual is apparent or can be Ireasona})'ly an{].
directly ascertained by the entity hnldl_ng the mfor‘matllon', ml
when put together with other information would directly anc

certainly identify an individual.

(h) Personal information cantrq”er l'efe}'s to a person m:
organization who controls the collection, holding, .m(.)cess}in%- :n]]1
use of personal information, including a person or o ganu? 1]0fl
who instructs another person or organization to colllect, 10 1,
process, use, transfer or disclose personal information on his
or her behalf. The term excludes:

(1) A person or organization who perfqrms_ such functions
as instructed by another person or organization; and

(2) An individual who collects, lml(lls} processes or us{e:s
personal information in connection with the individual's
personal, family or household affairs.

(i) Personal information processor refers to ‘an}y_ ﬂn;t.}:rii
or juridical person qualified to act as such under t nbn Lih,e
whom a personal information cm}tm]ler may O}Itsmln_ (,st
processing of personal data pertaining to a data subject.

() Processing refers to any operation or r—lmgr_ setl :IF
operations performed upon personal _mformatlop incluc lljg,- 1”8,
not limited to, the collection, recor_dmg, orgamza’r:lmll_, :.lmai:,
updating or modification, retrieval, copsultgl.lfnj use,
consolidation, blocking, erasure or destruction of data.

UL nformation refer d all forms of
k) Privileged information vefers to any and al :
data \(nrl)w.ich under the Rules of Court and other pertinent laws

constitute privileged communication.

(1) Sensitive personal informair’on refers to personal
information:



(1) About an individual’s race, ethnic origin, marital
status, age, color, and religious, philosophical or polijcal
affiliations:

(2) About an individual’s health, education, genetic or
sexual life of a person, or to any proceeding for any offense
committed or alleged to have been committed by such person,
the disposal of such proceedings, or the sentence of any court
in such proceedings;

(3) Issued by government agencies peculiar to an
individual which includes, but not limited to, social security
numbers, previous or current health records, licenses or its
denials, suspension or revocation, and tax returns; and

(4) Specifically established by an executive order or an
act of Congress to be kept classified.

SEC. 4. Secope. — This Act applies to the processing of
all types of personal information and to any natural and
juridical person involved in personal information processing
including those personal information controllers and processors
who, although not found or established in the Philippines, use
equipment that are located in the Philippines, or those who
maintain an office, branch or agency in the Philippines subject
to the immediately succeeding paragraph: Provided, That the
requirements of Section 6 are complied with.

This Act does not apply to the following:
(a) Information about any individual who is or was an
officer or employee of a government institution that relates to

the position or functions of the individual, including:

(1) The fact that the individual is or was an officer or
employee of the government institution;

(2) The title, business address and office telephone
number of the individual;

(3) The classification, salary range and responsibilities of
the position held by the individual; and
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(4) The name of the individual on a document prepared
by the individual in the course of employment with the
government;

(b) Tmformation about an individual who is or was
performing service under contract for a government institution
that relates to the services performed, including the terms of
the contract, and the name of the individual given in the
course of the performance of those services;

(¢) Information relating to any discretionary benefit of a
financial nature such as the granting of a license or permit
given by the government to an individual, including the name
of the individual and the exact nature of the benefit;

(d) Personal information processed for journalistic, artistic,
literary or research purposes;

(e) Information necessary in order to carry out the
functions of public authority which includes the processing of
personal data for the performance by the independent central
monetary authority and law enforcement and regulatory
agencies of their constitutionally and statutorily mandated
functions. Nothing in this Act shall be construed as to have
amended or repealed Republic Act No. 1405, otherwise known
as the Secrecy of Bank Deposits Act; Republic Act No. 6426,
otherwise known as the Foreign Currency Deposit Act; and
Republic Act No. 9510, otherwise known as the Credit
Information System Act (CISA);

(f) Information necessary for banks and other financial
institutions under the jurisdiction of the independent central
monetary authority or Bangko Sentral ng Pilipinas to comply
with Republic Act No. 9510, and Republic Act No. 9160, as
amended, otherwise known as the Anti-Money Laundering Act
and other applicable laws; and

(g) Personal information originally collected from residents
of foreign jurisdictions in accordance with the laws of those
foreign jurisdictions, including any applicable data privacy
laws, which 1s being processed in the Philippines.



SEC. 5. Protection Afforded to Journalists and Their
Sources. — Nothing in this Act shall be construed as to have
amended or repealed the provisions of Republic Act No. 53,
which affords the publishers, editors or duly accredited
reporters of any newspaper, magazine or periodical of general
circulation protection from being compelled to reveal the source
of any news report or information appearing in said publication
which was related in any confidence to such publisher, editor,
or reportel‘,

SEC. 6. Extraterritorial Application. — This Act applies
to an act done or practice engaged in and outside of the
Philippines by an entity if:

(a) The act, practice or processing relates to personal
information about a Philippine citizen or a resident;

(b) The entity has a link with the Philippines, and the
entity 1s processing personal information in the Philippines or
even if the processing is outside the Philippines as long as
it 1s about Philippine citizens or residents such as, but not
limited to, the following:

(1) A contract is entered in the Philippines;

(2) A juridical entity unincorporated in the Philippines
but has central management and control in the country; and

(3) An entity that has a branch, agency, office or
subsidiary in the Philippines and the parent or affiliate of the
Philippine entity has access to personal information; and

(¢) The entity has other links in the Philippines such
as, but not limited to:

(1) The entity carries on business in the Philippines; and

(2) The personal information was collected or held by an
entity in the Philippines.

>~

CHAPTER IT
THE NATIONAL PrIvacy COMMISSION

SEC. 7. Functions of the National Privacy Commission.
— To administer and implement the provisions of this Act, and
to monitor and ensure compliance of the country with
international standards set for data protection, there is hereby
created an independent body to be known as the National
Privacy Commission, which shall have the following functions:

(a) Ensure compliance of personal information controllers
with the provisions of this Act;

(b) Receive complaints, mstitute investigations, facilitate
or enable settlement of complaints through the use of
alternative dispute resolution processes, adjudicate, award
indemnity on matters affecting any personal information,
prepare reports on disposition of complaints and resolution of
any investigation it initiates, and, in cases it deems
appropriate, publicize any such report: Provided, That in
resolving any complaint or investigation (except where amicable
settlement is reached by the parties), the Commission shall
act as a collegial body. For this purpose, the Commission may
be given access to personal information that is subject of any
complaint and to collect the informalion necessary to perform
its functions under this Act;

(¢) Tssue cease and desist orders, impose a temporary or
permanent ban on the processing of personal information, upon
finding that the processing will be detrimental to national
security and public interest;

(d) Compel or petition any entity, government agency or
instrumentality to abide by its orders or take action on a
matter affecting data privacy;

(e) Monitor the compliance of other government agencies
or instrumentalities on their security and technical measures
and recommend the necessary action in order to meet
minimum standards for protection of personal information
pursuant to this Act;

(h Coordinate with other government agencies and the
private sector on efforts to formulate and implement plans and
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policies to strengthen the protection of personal information in
the country; oy

(g) Publish on a regular basis a guide to all laws relating
to data protection;

(h) Publish a compilation of agency system of records and
notices, including index and other finding aids;

(i) Becommend to the Department of Justice (DOJ) the
prosecution and imposition of penalties specified in Sections 25
to 29 of this Act:

() Review, approve, reject or require modification of
privacy codes voluntarily adhered to by personal information
controllers: Provided, That the privacy codes shall adhere to
the underlying data privacy principles embodied in this Act:
Prouvided, further, That such privacy codes may include private
dispute resolution mechanisms for complaints against any
participating personal information controller. For this purpose,
the Commission shall consult with relevant regulatory agencies
in the formulation and administration of privacy codes applying
the standards set out in this Act, with respect to the persons,
entities, business activities and business sectors that said
regulatory bodies are authorized to principally regulate
pursuant to the law: Provided, finally, That the Commission
may review such privacy codes and require changes thereto
for purposes of complying with this Act;

(k) Provide assistance on matters relating to privacy or
data protection at the request of a national or local agency,
a private entity or any person;

() Comment on the implication on data privacy of
proposed national or local statutes, regulations or procedures,
issue advisory opinions and interpret the provisions of this Act

and other data privacy laws;

(m) Propose legislation, amendments or modifications to
Philippine laws on privacy or data protection as may be
necessary;

(n) Ensure proper and effective coordination with data
privacy regulators in other countries and private accountability

Y

agents, participate in international and regional initiatives for
data privacy protection;

(o) Negotiate and contract with other data privacy
authorities of other countries for cross-border application and
mmplementation of respective privacy laws;

(p) Assist Philippine companies doing business abroad to
respond to foreign privacy or data protection laws and
regulations; and

(q) Generally perform such acts as may be necessary to
facilitate cross-border enforcement of data privacy protection.

SEC. 8. Confidentiality. — The Commission shall ensure
at all times the confidentiality of any personal information that
comes to its knowledge and possession.

SEC. 9. Organizational Structure of the Commaission. —
The Commission shall be attached to the Department of
Information and Communications Technology (DICT) and shall
be headed by a Privacy Commissioner, who shall also act as
Chairman of the Commission. ‘I'he Privacy Commissioner shall
be assisted by two (2) Deputy Privacy Commissioners, one (o
be responsible for Data Processing Systems and one to e
responsible for Policies and Planning. The Privacy
Commissioner and the two (2) Deputy Privacy Commissioners
shall be appointed by the President of the Philippines for a
term of three (3) years, and may be reappointed for another
term of three (3) years. Vacancies in the Commission shall
be filled in the same manner in which the original
appointment was made.

The Privacy Commissioner must be at least thirty-five
(36) years of age and of good moral character, unquestionable
integrity and known probity, and a recognized expert in the
field of information technology and data privacy. The Privacy
Commissioner shall enjoy the benefits, privileges and
emoluments equivalent to the vank of Secretary.

The Deputy Privacy Commissioners must be recognized
experts in the field of information and communications
technology and data privacy. They shall enjoy the benefits,



10

privileges and emoluments equivalent to the rank of
Undersecretary. -

The Privacy Commissioner, the Deputy Commissioners,
or any person acting on their behalf or under their direction,
shall not be civilly liable for acts done in good faith in the
performance of their duties. However, he or she shall be liable
for willful or negligent acts done by him or her which are
contrary to law, morals, public policy and good customs even
if he or she acted under orders or instructions of superiors:
Prouvided, That in case a lawsuit is filed against such official
on the subject of the performance of his or her duties, where
such performance is lawful, he or she shall be reimbursed by
the Commission for reasonable costs of litigation.

SEC. 10. The Secretariat. — The Commission is hereby
authorized to establish a Secretariat. Majority of the members
of the Secretariat must have served for at least five (5) years
in any agency of the government that is involved in the
processing of personal information including, but not limited
to, the following offices: Social Security System (SSS),
Government Service Insurance System (GSIS), Land
Transportation Office (L/TO), Bureau of Internal Revenue (BIR),
Philippine Health Insurance Corporation (PhilHealth),
Commission on Elections (COMELEC), Department of Foreign
Affairs (DFA), Department of Justice (DOJ), and Philippine
Postal Corporation (Philpost).

CHAPTER III
PROCESSING OF PERSONAL INFORMATION

SEC. 11. General Data Privacy Principles. — The
processing of personal information shall be allowed, subject to
compliance with the requirements of this Act and other laws
allowing disclosure of information to the public and adherence
to the principles of transparency, legitimate purpose and
proportionality.

Personal information must be:

(a) Collected for specified and legitimate purposes
determined and declared before, or as soon as reasonably
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practicable after collection, and later processed in a way
compatible with such declared, specified and legitimate
purposes only;

(b) Processed fairly and lawfully;

(c) Accurate, relevant and, where necessary for purposes
for which it is to be used the processing of personal
information, kept up to date; inaccurate or incomplete data
must be rectified, supplemented, destroyed or their further
processing restricted;

(d) Adequate and not excessive in relation to the purposes
for which they ave collected and processed;

(e) Retained only for as long as necessary for the
fulfillment of the purposes for which the data was obtained
or for the establishment, exercise or defense of legal claims,
or for legitimate business purposes, or as provided by law; and

(f) Kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for
which the data were collected and processed: Prouvided, That
personal information collected for other purposes may be
processed for historical, statistical or scientific purposes, and
in cases laid down in law may be stored for longer periods:
Provided, further, That adequate safeguards are guaranteed
by said laws authorizing their processing.

The personal information controller must ensure
implementation of personal information processing principles
set out herein.

SEC. 12. Criteria for Lawful Processing of Personal
Information. — The processing of personal information shall
be permitted only if not otherwise prohibited by law, and when
at least one of the following conditions exists:

(a) The data subject has given his or her consent;

(b) The processing of personal information is necessary
and is related to the fulfillment of a contract with the data
subject or in order to take steps at the request of the data
subject prior to entering into a contract;



12

(¢) The processing is necessary for compliance with a légal
obligation to which the personal information controllgy is
subject;

(d) The processing is necessary to protect vitally
important interests of the data subject, including life and
health:

(e) The processing is necessary in order to respond to
national emergency, to comply with the requirements of public
order and safety, or to fulfill functions of public authority
which necessarily includes the processing of personal data for
the fulfillment of its mandate; or

(f) The processing 1s necessary for the purposes of the
legitimate interests pursued by the personal information
controller or by a third party or parties to whom the data
is disclosed, except where such interests are overridden by
fundamental rights and freedoms of the data subject which
require protection under the Philippine Constitution.

SEC. 13. Sensitive Personal Information and Privileged
Information. — The processing of sensitive personal information
and privileged information shall be prohibited, except in the
following cases:

(a) The data subject has given his or her consent, specific
to the purpose prior to the processing, or in the case of
privileged information, all parties to the exchange have given
their consent prior to processing;

(b) The processing of the same is provided for by existing
laws and regulations: Provided, That such regulatory
enactments guarantee the protection of the sensitive personal
information and the privileged information: Provided, further,
That the consent of the data subjects are not required by law
or regulation permitting the processing of the sensitive personal
information or the privileged information;

(¢) The processing is necessary to protect the life and
health of the data subject or another person, and the data
subject is not legally or physically able to express his or her
consent prior to the processing; :
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(d) The processing is necessary to achieve the lawful and
noncommercial objectives of public organizations and their
associations: Provided, That such processing is anly confined
and related to the bona fide members of these organizations
or their associations: Provided, further, That the sensitive
personal information are not transferred to third parties:
Provided, finally, That consent of the data subject was
obtained prior to processing;

(e) The processing is necessary for purposes of medical
treatment, is carried out by a medical practitioner or a medical
treatment institution, and an adequate level of protection of
personal information is ensured; or

(f) The processing concerns such personal information as
is necessary for the protection of lawful rights and interests
of natural or legal persens in court proceedings, or the
establishment, exercise or defense of legal claims, or when
provided to government or public authority.

SEC. 14. Subcontract of Personal Information. — A
personal information controller may subcontract the processing
of personal information: Provided, That the personal
information controller shall be responsible for ensuring that
proper safeguards are in place to ensure the confidentiality of
the personal information processed, prevent its use for
unauthorized purposes, and generally, comply with the
requirements of this Act and other laws for processing of
personal information. The personal information processor shall
comply with all the requirements of this Act and other
applicable laws.

SEC. 15. Extension of Privileged Communication. —
Personal information controllers may invoke the principle of
privileged communication over privileged information that they
lawfully control or process. Subject to existing laws and
regulations, any evidence gathered on privileged imformation
is inadmissible.
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CHAPTER 1V
RIGHTS OF THE DATA SUBJECT

SEC. 16. Rights of the Data Subject. — The data subject
is entitled to:

(a) Be informed whether personal information pertaining
to him or her shall be, are being or have been processed;

(b) Be furnished the information indicated hereunder
before the entry of his or her personal information into the
processing system of the personal information controller, or at
the next practical opportunity:

(1) Description of the personal information to be entered
into the system;

(2) Purposes for which they are being or are to be
processed;

(3) Scope and method of the personal information
processing;

(4) The recipients or classes of recipients to whom they
are or may be disclosed;

(5) Methods utilized for automated access, if the same is
allowed by the data subject, and the extent to which such
access is authorized;

(6) The identity and contact details of the personal
information controller or its representative;

(7) The period for which the information will be stored;
and

(8) The existence of their rights, i.e., to access, correction,
as well as the right to lodge a complaint before the
Commission.

Any information supplied or declaration made to the data
subject on these matters shall not be amended without prior
notification of data subject: Provided, That the notification
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under subsection (b) shall not apply should the personal
information be needed pursuant to a subpeena or when the
collection and processing are for obvious purposes, including
when it is necessary for the performance of or in relation to
a contract or service or when necessary or deswrable in the
context of an employer-employee relationship, between the
collector and the data subject, or when the information is being
collected and processed as a result of legal obligation;

(c) Reasonable access to, upon demand, the following:

(1) Contents of his or her personal information that were
processed;

(2) Sources from which personal information were
obtained;

(3) Names and addresses of recipients of the personal
information:

(4) Manner by which such data were processed;

(5) Reasons for the disclosure of the personal information
to recipients;

(6) Information on automated processes wherve the data
will or likely to be made as the sole basis for any decision
significantly affecting or will affect the data subject;

(7) Date when his or her personal information concerning
the data subject were last accessed and modified; and

(8) The designation, or name or identity and address of
the personal information controller;

(d) Dispute the inaccuracy or error in the personal
information and have the personal information controller
correct it immediately and accordingly, unless the request is
vexatious or otherwise unreasonahle. If the personal
information have been corrected, the personal information
controller shall ensure the accessibility of both the new and
the retracted information and the simultaneous receipt of the
new and the retracted information by recipients thereol:
Provided, That the third parties who have previously received
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such processed personal information shall be informed of its
inaccuracy and its rectification upon reasonable request of,the
data subject;

(e) Suspend, withdraw or order the blocking, removal or
destruction of his or her personal information from the personal
information controller’s filing system upon discovery and
substantial proof that the personal information are incomplete,
outdated, false, unlawfully obtained, used for unauthorized
purposes or are no longer necessary for the purposes for which
they were collected. In this case, the personal information
controller may notify third parties who have previously
received such processed personal information; and

(f) Be indemnified for any damages sustained due to such
inaccurate, incomplete, outdated, false, unlawfully obtained or
unauthorized use of personal information.

SEC. 17. Transmissibility of Rights of the Data Subject.
— The lawful heirs and assigns of the data subject may invoke
the rights of the data subject for, which he or she is an heir
or assignee at any time after the death of the data subject
or when the data subject is incapacitated or incapable of
exercising the rights as enumerated in the immediately

preceding section.

SEC. 18. Right to Data Portability. — The data subject
shall have the right, where personal information is processed
by electronic means and in a structured and commonly used
format, to obtain from the personal information controller a
copy of data undergoing processing in an electronic or
structured format, which is commonly used and allows for
further use by the data subject. The Commission may specify
the electronic format referred to above, as well as the technical
standards, modalities and procedures for their transfer.

SEC. 19. Non-Applicability. — The immediately preceding
sections are not applicable if the processed personal information
are used only for the needs of scientific and statistical research
and, on the basis of such, no activities are carried out and
no decisions are taken regarding the data subject: Provided,
That the personal information shall be held under strict
confidentiality and shall be used only for the declared purpose.
Likewise, the immediately preceding sections are not applicable
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to processing of personal information gathered for the purpose
of investigations in relation to any criminal, administrative or
tax liabilities of a data subject.

CHAPTER V
SECURITY OF PERSONAL INFORMATION

SEC. 20. Security of Personal Information. — (a) The
personal information controller must implement reasonable and
appropriate organizational, physical and technical measures
intended for the protection of personal information against any
accidental or unlawful destruction, alteration and disclosure,
as well as against any other unlawful processing.

(b) The personal information controller shall implement
reasonable and appropriate measures to protect personal
information against natural dangers such as accidental loss
or destruction, and human dangers such as unlawful access,
fraudulent misuse, unlawful destruction, alteration and
contamination.

(e) The determination of the appropriate level of security
under this section must take into account the nature of the
personal information to be protected, the risks represented by
the processing, the size of the organization and complexity of
its operations, current data privacy best practices and the cost
of security implementation. Subject to guidelines as the
Commission may issue from time to time, the measures
implemented must include:

(1) Safeguards to protect its computer network against
accidental, unlawful or unauthorized usage or interference with
or hindering of their functioning or availability;

(2) A security policy with respect to the processing of
personal information;

(3) A process for identifying and accessing reasonably
foreseeable vulnerabilities in its computer networks, and for
taking preventive, corrective and mitigating action against
security incidents that can lead to a security breach; and
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(4) Regular monitoring for security breaches and a process
for taking preventive, corrective and mitigating action agginst
security incidents that can lead to a security breach.

(d) The personal information controller must further
ensure that third parties processing personal information on
its behalf shall implement the security measures required by
this provision.

(e) The employees, agents or representatives of a personal
information controller who are involved in the processing of
personal information shall operate and hold personal
information under strict confidentiality if the personal
information are not intended for public disclosure. This
obligation shall continue even after leaving the public service,
transfer to another position or upon termination of employment
or contractual relations.

(f) The personal information controller shall promptly
notify the Commission and affected data subjects when sensitive
personal information or other information that may, under the
circumstances, be used to enable identity fraud are reasonably
believed to have been acquired by an unauthorized person, and
the personal information controller or the Commission believes
that such unauthorized acquisition is likely to give rise to a
real risk of serious harm to any affected data subject. The
notification shall at least describe the nature of the breach,
the sensitive personal information possibly involved, and the
measures taken by the entity to address the breach.
Notification may be delayed only to the extent necessary to
determine the scope of the breach, to prevent further
disclosures, or to restore reasonable integrity to the
information and communications system.

(1) In evaluating if notification is unwarranted, the
Commission may take into account compliance by the personal
information controller with this section and existence of good
faith in the acquisition of personal information.

(2) The Commission may exempt a personal information
controller from notification where, in its reasonable judgment,
such notification would not be in the public interest or in the
interests of the affected data subjects.
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(3) The Commission may authorize postponement of
notification where it may hinder the progress of a criminal
mvestigation related to a serious breach.

CHAPTER VI

ACCOUNTARBILITY FOR TRANSFER OF PERSONAL
INFORMATION

SEC. 21. Principle of Accountability. — Kach personal
information controller is responsible for personal information
under its control or custody, including information that have
been transferred to a third party for processing, whether
domestically or internationally, subject to cross-border
arrangement and cooperation.

(a) The personal information controller 1s accountable for
complying with the requirements of this Act and shall use
contractual or other reasonable means to provide a comparable
level of protection while the information are being processed
by a third party.

(b) The personal mformation controller shall designate an
individual or individuals who are accountable for the
organization’s compliance with this Act. The identity of the
individual(s) so designated shall be made known to any data
subject upon request.

CHAPTER VII

SECURITY OF SENSITIVE PERSONAL
INFORMATION IN GOVERNMENT

SEC. 22. Responsibility of Heads of Agencies. — All
sensitive personal information maintained by the government,
its agencies and instrumentalities shall be secured, as far as
practicable, with the use of the most appropriate standard
recognized by the information and communications technology
industry, and as recommended by the Commission. The head
of each government agency or instrumentality shall be
responsible for complying with the security requirements
mentioned herein while the Commission shall monitor the
compliance and may recommend the necessary action in order
to satisfy the minimum standards.
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SEC. 23. Requirements Relaling to Access by Agency
Personnel to Sensitive Personal Information. — (a) On-site_and
Online Access — Except as may be allowed through guidelines
to be issued by the Commission, no employee of the
government shall have access to sensitive personal information
on government property or through online facilities unless the
employee has received a security clearance from the head of
the source agency.

(b) Off-site Access — Unless otherwise provided in
guidelines to be issued by the Commission, sensitive personal
information maintained by an agency may not be transported
or accessed from a location off government property unless a
request for such transportation or access is submitted and
approved by the head of the agency in accordance with the
following guidelines:

(1) Deadline for Approval or Disapproval — In the case
of any request submitted to the head of an agency, such head
of the agency shall approve or disapprove the request within
two (2) business days after the date of submission of the
request. In case there is no action by the head of the agency,
then such request is considered disapproved;

(2) Limitation to One thousand (1,000) Recordg - If a
request is approved, the head of the agency shall limit the
access to not more than one thousand (1,000) records at a

time; and

(3) Encryption — Any technology used to store, transport
or access sensitive personal information for purposes of off-site
access approved under this subsection shall be secured by the
use of the most secure encryption standard recognized by the

Commission.

The requirements of this subsection shall be implemented
not later than six (6) months after the date of the enactment

of this Act.

SEC. 24. Applicability to Government Coniractors. — In
entering into any contract that may involve accessing or
requiring sensitive personal information from one thousand
(1,000) or more individuals, an agency shall require a
contractor and its employees to register their personal
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information processing system with the Commission in
accordance with this Act and to comply with the other
provisions of this Act including the immediately preceding
section, in the same manner as agencies and government
employees comply with such requirements.

CHAPTER VIII
PENALTIES

SEC. 25. Unauthorized Processing of Personal
Information and Sensitive Personal Information. — (a) The
unauthorized processing of personal information shall be
penalized by imprisonment ranging from one (1) year to three
(3) years and a fine of not less than Five hundred thousand
pesos (Php500,000.00) but not more than Two million pesos
(Php2,000,000.00) shall be imposed on persons who process
personal information without the consent of the data subject,
or without being authorized under this Act or any existing
law.

(b) The unauthorized processing of personal sensitive
information shall be penalized by imprisonment ranging from
three (8) years to six (6) years and a fine of not less than
Five hundred thousand pesos (Php500,000.00) but not more
than Four million pesos (Php4,000,000.00) shall be imposed on
persons who process personal information without the consent
of the data subject, or without being authorized under this
Act or any existing law.

SEC. 26. Accessing Personal Information and Sensilive
Personal Information Due to Negligence. — (a) Accessing
personal information due to negligence shall be penalized by
imprisonment ranging from one (1) year to three (3) years and
a fine of not less than Five hundred thousand pesos
(Php500,000.00) but not more than Two million pesos
(Php2,000,000.00) shall be imposed on persons who, due to
negligence, provided access to personal information without
being authorized under this Act or any existing law.

(b) Accessing sensitive personal information due to
negligence shall be penalized by imprisonment ranging from
three (3) years to six (6) years and a fine of not less than
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Five hundred thousand pesos (Php500,000.00) but not more
than Four million pesos (Php4,000,000.00) shall be imposed
on persons who, due to negligence, provided access to personal
information without being authorized under this Act or any
existing law.

SEC. 27. Improper Disposal of Personal Information and
Sensitive Personal Information. — (a) The improper disposal
of personal information shall be penalized by imprisonment
ranging from six (6) months to two (2) years and a fine of
not less than One hundred thousand pesos (Php100,000.00) but
not more than Five hundred thousand pesos (Php500,000.00)
shall be imposed on persons who knowingly or negligently
dispose, discard or abandon the personal information of an
individual in an area accessible to the public or has otherwise
placed the personal information of an individual in its
container for trash collection.

b) The improper disposal of sensitive personal information
shall be penalized by imprisonment ranging from one (1) year
to three (3) years and a fine of not less than One hundred
thousand pesos (Php100,000.00) but not more than One million
pesos (Php1,000,000.00) shall be imposed on persons who
knowingly or negligently dispose, discard or abandon the
personal information of an individual in an area accessible to
the public or has otherwise placed the personal information
of an individual in its container for trash collection.

SRC. 28. Processing of Personal Information and
Sensitive Personal Information for Unauthorized Purposes. —
The processing of personal information for unauthorized
purposes shall be penalized by imprisonment ranging from one
(1) year and six (6) months to five (5) years and a fine of not
less than Five hundred thousand pesos (Php500,000.00) but
not more than One million pesos (Php1,000,000.00) shall be
imposed on persons processing personal information for
purposes not authorized by the data subject, or otherwise
authorized under this Act or under existing laws.

The processing of sensitive personal information for
unauthorized purposes shall be penalized by imprisonment
ranging from two (2) years to seven (7) years and a fine of
not less than Five hundred thousand pesos (Php500,000.00) but
not more than Two million pesos (Php2,000,000.00) shall be
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imposed on persons processing sensitive personal information
for purposes not authorized by the data subject, or otherwise
authorized under this Act or under existing laws.

SEC. 29. Unauthorized Access or Intentional Breach. —
The penalty of imprisonment ranging from one (1) year to
three (3) years and a fine of not less than Five hundred
thousand pesos (Php500,000.00) but not more than Two million
pesos (Php2,000,000.00) shall be imposed on persons who
knowingly and unlawfully, or violating data confidentiality and
security data systems, breaks in any way into any system
where personal and sensitive personal information is stored.

SEC. 30. Concealment of Securily Breaches Involving
Sensitive Personal Information. — The penalty of imprisonment
of one (1) year and six (6) months to five (5) years and a fine
of not less than Five hundred thousand pesos (Php500,000.00)
but not more than One million pesos (Php1,000,000.00) shall
be imposed on persons who, after having knowledge of a
security breach and of the obligation to notify the Commission
pursuant to Section 20(f), intentionally or by omission conceals
the fact of such security breach.

SEC. 31. Malicious Disclosure. — Any personal
information controller or personal information pracessor or any
of its officials, employees or agents, who, with malice or in
bad faith, discloses unwarranted or false information relative
to any personal information or personal sensitive mformation
obtained by him or her, shall be subject to imprisonment
ranging from one (1) year and six (6) months to five () years
and a fine of not less than Five hundred thousand pesos
(Php500,000.00) but not more than One million pesos
(Php1,000,000.00).

SEC. 32. Unauthorized Disclosure. — (a) Any personal
information controller or personal information processor or any
of its officials, employees or agents, who discloses to a third
party personal information not covered by the immediately
preceding section without the consent of the data subject, shall
be subject to imprisonment ranging from one (1) year to three
(3) years and a fine of not less than IFive hundred thousand
pesos (Php500,000.00) but not more than One million pesos
(Php1,000,000.00).
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(b) Any personal information controller or personal
information processor or any of its officials, employees or
agents, who discloses to a third party sensitive personal
information not covered by the immediately preceding section
without the consent of the data subject, shall be subject to
imprisonment ranging from three (3) years to five (5) years
and a fine of not less than Five hundred thousand pesos
(Php500,000.00) but not more than Two million pesos
(Php2,000,000.00).

SEC. 33. Combination or Series of Acts. — Any
combination or series of acts as defined in Sections 25 to 32
shall make the person subject to imprisonment ranging from
three (3) years to six (6) years and a fine of not less than
One million pesos (Php1,000,000.00) but not more than Five
million pesos (Php5,000,000.00).

SEC. 34. Extent of Liability. — 1f the offender is a
corporation, partnership or any juridical person, the penalty
shall be imposed upon the responsible officers, as the case may
be, who participated in, or by their gross negligence, allowed
the commission of the crime. If the offender is a juridical
person, the court may suspend or revoke any of its rights
under this Act. If the offender is an alien, he or she shall,
in addition to the penalties herein prescribed, be deported
without further proceedings after serving the penalties
prescribed. If the offender is a public official or employee and
he or she is found guilty of acts penalized under Sections 27
and 28 of this Act, he or she shall, in addition to the penalties
prescribed herein, suffer perpetual or temporary absolute
disqualification from office, as the case may be.

SEC. 35. Large-Scale. — The maximum penalty in the
scale of penalties respectively provided for the preceding offenses
shall be imposed when the personal information of at least one
hundred (100) persons is harmed, affected or involved as the
result of the abovementioned actions. '

SEC. 36. Offense Commiited by Public Officer. — When
the offender or the person responsible for the offense is a public
officer as defined in the Administrative Code of the Philippines
in the exercise of his or her duties, an accessory penalty
consisting in the disqualification to occupy public office for a
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term double the term of criminal penalty imposed shall be
applied.

SEC. 37. Restitution. — Restitution for any aggrieved
party shall be governed by the provisions of the New Civil
Code.

CHAPTER IX
MISCELLANEOUS PROVISIONS

SEC. 38. Interpretation. — Any doubt in the nterpretation
of any provision of this Act shall be liberally interpreted in
a manner mindful of the rights and interests of the individual
about whom personal information is processed.

SEC. 39. Implementing Rules and Regulations (IRR). —
Within ninety (90) days from the effectivity of this Act, the
Commission shall promulgate the rules and regulations to
effectively implement the provisions of this Act.

SEC. 40. Reports and Information. — The Commission
shall annually report to the President and Congress on its
activities in carrying out the provisions of this Act. The
Commission shall undertake whatever efforts it may determine
to be necessary or appropriate to inform and educate the public
of data privacy, data protection and fair information rights and
responsibilities.

SEC. 41. Appropriations Clause. — The Commission shall
be provided with an initial appropriation of Twenty million
pesos (Php20,000,000.00) to be drawn from the national
government. Appropriations for the succeeding years shall be
included in the General Appropriations Act. It shall likewise
receive Ten million pesos (Php10,000,000.00) per year for five
(5) years upon implementation of this Act drawn from the
national government.

SEC. 42. Transitory Provision. — Existing industries,
businesses and offices affected by the implementation of this
Act shall be given one (1) year transitory period from the
effectivity of the IRR or such other period as may be
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determined by the Commission, to comply with the
requirements of this Act. %
3]

In case that the DICT has not yet been created by the
time the law takes full force and effect, the National Privacy
Commission shall be attached to the Office of the President.

SEC. 43. Separability Clause. — If any provision or part
hereof is held invalid or unconstitutional, the remainder of the
law or the provision not otherwise affected shall remain valid
and subsisting.

SEC. 44. Repealing Clause. — The provision of Section 7
of Republic Act No. 9372, otherwise known as the “Human
Security Act of 2007”, is hereby amended. Except as otherwise
expressly provided in this Act, all other laws, decrees, executive
orders, proclamations and administrative regulations or parts
thereof inconsistent herewith are hereby repealed or modified
accordingly.

SEC. 45. Effectivity Clause. — This Act shall take effect
fifteen (15) days after its publication in at least two (2)
national newspapers of general circulation.

Approved,

FELICIANO BELMONT;

R.
Speaker of the HOIL&'N
of Representatives

President of th¢
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This Act which is a consolidation of Senate Bill No. 2965

and House Bill No. 4115 was finally passed by the Senate and
the House of Representatives on June 6, 2012.

MARILYN ;2 BARK&-??M3

Secretary General
House of Representatives

/ggé@{, (/L/
EMMA Llﬁloj IYES

Secretary of thd Senate
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REPUBLIC OF THE PHILIPPINES
PRESIDENTIAL COMMUNICATIONS OPERATIONS OFFICE
Tanggapang Pampanguluhan sa Operasyong Komunikasyon
Ermita, City of Manila

FOI-MC No. 21- 05

FREEDOM OF INFORMATION
MEMORANDUM CIRCULAR

FOR : ALL AGENCIES, DEPARTMENTS, BUREAUS, OFFICES
AND INSTRUMENTALITIES OF THE EXECUTIVE
BRANCH INCLUDING GOVERNMENT-OWNED AND/OR
CONTROLLED CORPORATIONS (GOCCS), STATE
UNIVERSITIES AND COLLEGES (SUCS), AND LOCAL
WATER DISTRICTS (LWDS)

SUBJECT : GUIDELINES ON THE REFERRAL OF REQUESTED
INFORMATION, OFFICIAL RECORD/S AND PUBLIC
RECORD/S TO THE APPROPRIATE GOVERNMENT
AGENCY OTHERWISE KNOWN AS THE “NO WRONG
DOOR POLICY FOR FOI”

WHEREAS, Executive Order (EO) No. 02, s. 2016 was issued by President
Rodrigo Roa R. Duterte to operationalize the Constitutional Right of Access to
Information, and Policy of Full Public Disclosure in the Executive Department;

WHEREAS, Memorandum Order (MO) No. 10, s. 2016 designated the
Presidential Communications Operations Office (PCOOQO) as the lead agency in
the implementation of EO No. 02, s. 2016;

WHEREAS, Department Order No. 18, s. 2017, issued by the PCOO, created
the Freedom of Information - Project Management Office (FOI-PMO) to
exercise the mandate of MO No. 10, s. 2016;

WHEREAS, in order to ensure the policy of the President to have an open,
transparent and accountable government, it is the mandate of the PCOO to
develop programs and mechanisms to enhance the capacity of government
agencies to comply with the FOI program;

WHEREAS, there is a need to break the prevailing “silo system” and lack of
interconnection among government agencies, with the end goal of a
government acting as a singular unit serving its primary client, its citizens;

7th Floor Times Plaza Building, United Nations Ave., Ermita, City of Manila, Philippines



NOW, THEREFORE, by virtue of PCOO’s mandate to develop programs and
mechanism to ensure compliance with the FOI program, particularly on
addressing the issue regarding the referral of any requested information,
official record/s, or public record/s to the appropriate government agency,
these rules are hereby prescribed and promulgated for the information,
guidance and compliance of all concerned:

Section 1. Purpose. — This rule seeks to set guidelines for the referral of any
requested information, official record/s, or public record/s to the appropriate
government agency by another agency which does not have in its possession
or custody the requested information or records, or is not authorized to
release the information to the public.

Section 2. Coverage. — This Order shall cover all government agencies under
the Executive branch implementing the FOI Program, pursuant to EO No. 2,
s. 2016 and all other related issuances, and applies to both paper-based and
electronic form of requesting information.

Section 3. Request for Information. — Any person who requests for access
to information shall comply with Section 9 of EO No. 02, s. 2016 and all other
pertinent laws, existing rules and regulations, issuances, and orders. For
purposes of this rule, information and records shall refer to information,
official record/s, or public record/s as defined under EO No. 02, s. 2016.

Section 4. Acceptance of request. — As a general rule, all fully compliant
requests for information shall be accepted by the FOI Receiving Officer (FRO)
and FOI Decision Maker (FDM). No request for information shall be denied or
refused acceptance by a government office unless the reason for the request
is contrary to the Constitution, pertinent laws, existing rules and regulations,
or it is one of the exceptions provided under the Inventory of Exceptions.

Section 5. Process of Referral. - When the requested information is not in
the possession of a government agency (government agency no. 1 or GA1), but
is available in another government agency (government agency no. 2 or GA2)
under the Executive Branch, the request shall be immediately referred by GA1
to GA2 through the most expeditious manner but not exceeding three (3)
working days from the receipt of the request. This shall be considered as the
“First Referral” and a fresh period will apply.

Referral to the appropriate government agency shall mean that another
government office is the proper repository or custodian of the requested
information or records, or have control over the said information or records.



If GA1 fails to refer the request within three (3) working days upon its receipt,
the FRO shall act on it within the remaining period to respond pursuant to
EO No. 02, s. 2016. No fresh period shall apply.

If GA1, in good faith, erroneously referred the request to GA2, the latter shall
immediately notify the former as well as the requesting party, that the
information requested is not available in their agency.

GA2, to whom the request was referred under the First Referral may
subsequently refer the request to another government agency (government
agency no. 3 or GA3) under the procedure set forth in the first paragraph of
this Section. This shall be considered as the “Second Referral” and another
fresh period shall apply.

Referrals under this Order shall only be limited to two (2) subsequent
transfers of request. A written or email acknowledgement of the referral shall
be made by the FRO of the government agency where it was referred.

The requesting party shall be notified of the referral and must be provided
with the reason or rationale thereof, and contact details of the government
office where the request was referred.

Section 6. FOI Internal Messenger. - The FOI-PMO shall create a “FOI
Internal Messenger”. Such feature shall be included in the dashboards of
FROs and FDMs, located at the eFOI portal or www.foi.gov.ph, where all FROs
and FDMs can ask or confirm with each other on which agency has the control
and custody of any information or record being requested.

Please see Annex “A” of this Circular for the No Wrong Door Policy Flowchart.

Section 7. Status of the Request. — A request that is referred to the
appropriate government agency is considered successful if the same is
acknowledged and the requested information is disclosed to the requestor.

If GA3, after the second referral, still cannot provide the information requested,
it shall deny the said request and shall properly notify the requesting party.

In all phases of the referral, the requesting party shall be informed in writing,

email, and/or through the eFOI of the status of his/her request.

Section 8. Inventory of Receiving Officers and Decision Makers, and
Agency Information Inventory. — For the convenience of all FROs and FDMs


http://www.foi.gov.ph/

in implementing this Circular, an inventory of the names and contact details
of all designated FROs and FDMs of government agencies, and an Agency
Information Inventory (AIl) shall be compiled by the FOI-PMO.

The FOI-PMO shall be the central repository of the inventory of all designated
FROs and FDMs and shall collate and update the names and contact
information of the designated FROs and FDMs of each government agency.
The inventory shall be posted at the eFOI portal, www.foi.gov.ph. FOI-PMO
shall strictly adhere to Republic Act No. 10173 or the Data Privacy Act of 2012.

To assist the FROs in locating the requested information or record, an annual
updating of the All shall be required of all agencies on-boarded on the eFOI
Portal. The consolidated inventory of information shall likewise be made
available in the dashboard of the FRO and FDM for ease of access and
information.

Section 9. Separability Clause. If, for any reason, any part or provision of
this Memorandum Circular is declared invalid or unconstitutional, the other
provisions not affected thereby shall remain in full force and effect.

Section 10. Repealing Clause. All orders, rules and regulations, memoranda,
circulars, and issuances or any part thereof inconsistent with the provisions
of this Memorandum Circular are hereby repealed, amended or modified
accordingly.

Section 11. Effectivity. This Memorandum Circular shall take effect
immediately.

Manila, Philippines, 27th day of _ August 2021.

JOSE RUPERTO MARTIN M. ANDANAR
FOI Champion


http://www.foi.gov.ph/

Annex A

NO WRONG DOOR POLICY FLOWCHART

Requesting Party

Process FOI Request

(15-35 working days)

“First referral”
— Government Agency 1 (GA1)
Must be referred within three
(3) working days upon
receipt of FOI request; ‘
GA1 must verify with GA2
whether the information is Proper agency? Yes
within the latter; —
GAL must inform the
requesting party regarding
the referral;
Fresh period will apply for
GA2
~—
J— Government Agency 2 (GA2)
“Second referral”
Must be referred within three I
(3) working days upon
receipt of first referral Proper agency? Yes
GA2 must verify with GA3 —
whether the information is
within the latter;
GA2 must inform the
requesting party regarding
the referral;
Fresh period will apply for — Government Ag ency 3 (GA3)
GA3
Proper agency? Yes
Agency shall mark the request
unsuccessful
NOTE:

If GAL fails to refer the request within three (3) working days upon its receipt, the FOI Receiving
Officer (FRO) shall act on it within the remaining period to respond pursuant to EO No. 2, s. 2016. No
fresh period shall apply.




REPUBLIC OF THE PHILIPPINES
PRESIDENTIAL COMMUNICATIONS OPERATIONS OFFICE
Tanggapang Pampanguluhan sa Operasyong Komunikasyon
Ermita, City of Manila

FOI - MC No. 21-03

FREEDOM OF INFORMATION
MEMORANDUM CIRCULAR

FOR 1 ALL AGENCIES, DEPARTMENTS, BUREAUS, OFFICES
AND INSTRUMENTALITIES OF THE EXECUTIVE
BRANCH, INCLUDING GOVERNMENT-OWNED AND/OR
CONTROLLED CORPORATIONS, STATE UNIVERSITIES
AND COLLEGES, LOCAL WATER DISTRICTS, AND
FREEDOM OF INFORMATION - PROJECT
MANAGEMENT OFFICE PERSONNEL

SUBJECT 1 RETENTION PERIOD OF PERSONAL INFORMATION
AND SENSITIVE PERSONAL INFORMATION GATHERED
THROUGH THE STANDARD FOI REQUEST FORM AND
ELECTRONIC FREEDOM OF INFORMATION (E-FOI)
PORTAL

WHEREAS, pursuant to Section 28, Article II of the 1987 Constitution, the
State adopts and implements a policy of full public disclosure of all its
transactions involving public interest, subject to reasonable conditions
prescribed by law;

WHEREAS, Section 7, Article III of the Constitution guarantees the right of
the people to information on matters of public concern;

WHEREAS, Executive Order (EO) No. 02, s. 2016, was issued by President
Rodrigo R. Duterte on 23 July 2016 to operationalize the People’s
Constitutional Right to Information and the State Policies to full public
disclosure and transparency in the public service;

WHEREAS, Memorandum Order (MO) No. 10, s. 2016, designated the
Presidential Communications Operations Office (PCOQO) as the lead agency in
the implementation of EO No. 2, s. 2016, and all other Freedom of
Information (FOI) programs and initiatives in the Executive Branch, including
the electronic FOI (eFOI) platform;

7th Floor Times Plaza Building, United Nations Ave., Ermita, City of Manila, Philippines



WHEREAS, there are two (2) ways of accessing public information through
the FOI Program - the standard FOI (paper-based) request form, and through
the eFOI portal (www.foi.gov.ph);

WHEREAS, the standard FOI request form and the eFOI portal, which require
the requesting party to divulge his/her sensitive personal information, shall
be subjected to the existing rules and regulations of Republic Act No. 10173
or the Data Privacy Act of 20121, which prohibits unlawful disclosure of
personal information and/or sensitive information. Further, any natural or
juridical persons who are storing and processing such information are bound
to observe and respect data privacy rights;

WHEREAS, the FOI-Project Management Office (FOI-PMO) abides by the
provisions of the Data Privacy Act of 2012, to ensure that personal information
and sensitive personal information of the requesting public will be protected.

NOW, THEREFORE, in view of the foregoing and pursuant to the function of
the FOI-PMO to develop policies, rules, procedures, and regulations necessary
to provide strategic direction in implementing the FOI Program, strict
adherence to the following is hereby ordered:

Section 1. SCOPE. - This Memorandum Circular shall apply to all personali
and sensitive2 personal information of the requesting parties obtained by any
agency, through the FOI Receiving Officers (FRO) and FOI Decision Maker
(FDM), as a requirement to submit a request under the Standard Mode and
through the eFOI Portal.

Section 2. RETENTION. - Pursuant to Section 11 of RA 101733, designated
FOI Receiving Officers of all agencies, departments, bureaus, offices and
instrumentalities of the Executive Branch, including government-owned

1 Section 3(g) of Republic Act (RA) No. 10173 defines Personal Information as any information whether
recorded in a material form or not, from which the identity of an individual is apparent or can be
reasonably and directly ascertained by the entity holding the information, or when put together with
other information would directly and certainly identify an individual.

2 Section 3(l) of RA No. 10173 refers Sensitive Personal Information as personal information: (1) About an
individual’s race, ethnic origin, marital status, age, color, and religious, philosophical or political affiliations;
(2) About an individual’s health, education, genetic or sexual life of a person, or to any proceeding for any
offense committed or alleged to have been committed by such person, the disposal of such proceedings, or the
sentence of any court in such proceedings; (3) Issued by government agencies peculiar to an individual which
includes, but not limited to, social security numbers, previous or current health records, licenses or its
denials, suspension or revocation, and tax returns; and (4) Specifically established by an executive order or
an act of Congress to be kept classified.

3RA No. 10173 states that personal information must be, among others, retained only for as long as
necessary for the fulfilment of the purpose for which the data was obtained or for legitimate purposes,
or as provided by law.



and/or controlled corporations (GOCCs), state universities and colleges (SUCs),
and local water districts (LWDs), are hereby directed to retain personal and
sensitive personal information only for the fulfillment of the purpose for which
these information were obtained in order to secure the privacy of personal
information and sensitive personal information of the requesting parties.

Section 3. PERIOD TO RETAIN PERSONAL INFORMATION.: Personal and
sensitive personal information processed by government agencies for the
purpose of making an FOI request shall be retained for two (2) years. Said
information may include but are not limited to:

i.  FOI request forms containing personal and sensitive personal
information;
ii.  Valid proof of identification (i.e., Government-issued IDs, school-ID,
etc.);
iii.  Personal address; and
iv.  Personal contact numbers.

The FOI-PMO which is the manager and controller of the eFOI portal shall be
responsible in handling and retention of personal and sensitive personal
information uploaded and processed therein.

Section 4. RECKONING PERIOD. For the standard mode, the 2-year
retention period shall be counted after the transaction has been closed,
whether successful or denied.

For the eFOI portal, the 2-year retention period shall be counted from the last
login of the requesting party.

Once the 2-year period lapsed, the eFOI system will send a notification to the
requesting party via their registered email. The requesting party has the
option whether to retain or delete their account permanently. They may retain
their credentials by logging in within thirty (30) calendar days, however,
failure to do so will prompt the system to delete their personal information
with their IDs permanently.

Section 5. DISPOSAL OF PERSONAL INFORMATION. Agencies and FOI-
PMO shall discard and dispose all personal and sensitive information in a
secure manner that shall prevent further processing, unauthorized access or
disclosure to any other party or the public, or prejudice the interests of the
requesting party.

sPursuant to National Privacy Commission Advisory Opinion No. 2017-24 on Retention Period of Personal
Information, an organization may develop and maintain its own records management policy which provide for
retention periods and procedures for disposal of records containing personal data.

3



For paper-based documents, agencies and FOI-PMO may discard the personal
information by mode of redaction and shredding. The FOI-PMO may also redact
the personal and sensitive information gathered through the portal by using
the initials of the requesting party instead of his/her complete name.

Section 6. SEPARABILITY CLAUSE. If, for any reason, any part or provision
of this Memorandum Circular is declared invalid or unconstitutional, any
part or provision not affected thereby shall remain in full force and effect.

Section 7. REPEALING CLAUSE. All previous FOI-PMO and PCOO Circulars,
orders, memoranda, and other issuances or parts thereof that are
inconsistent with the provisions of this Circular are hereby repealed or
modified accordingly.

Section 8. EFFECTIVITY. This Memorandum Circular shall take effect
immediately.

Manila, Philippines, 14th day of July 2021.

JOSE RUPERTO M IN M. ANDANAR
Secr¢yary /AFOI Champion



REPUBLIC OF THE PHILIPPINES
PRESIDENTIAL COMMUNICATIONS OPERATIONS OFFICE
Tanggapang Pampanguluhan sa Operasyong Pangkomunikasyon
Malacanang, Manila

FOI - MC No. 5, s. 2020

FREEDOM OF INFORMATION
MEMORANDUM CIRCULAR

FOR : ALL AGENCIES OF THE EXECUTIVE BRANCH,
GOVERNMENT-OWNED OR CONTROLLED
CORPORATIONS (GOCCs), AND STATE UNIVERSITIES
AND COLLEGES (SUCs)

SUBJECT : GUIDELINES ON VEXATIOUS FREEDOM OF
INFORMATION REQUESTS AND ABUSE OF RIGHTS
THEREUNDER

WHEREAS, the State, by virtue of Section 7, Article III of the 1987
Constitution, recognizes the right of the people to information on matters of
public concern. Hence, access to official records, and to documents, and
papers pertaining to official acts, transactions, or decisions, as well as to
government research data used as basis for policy development, shall be
afforded the citizens, subject to such limitations as may be provided by law;

WHEREAS, President Rodrigo R. Duterte, on 23 July 2016, issued Executive
Order (EO) No. 2, s. 2016 to operationalize the Constitutional mandate of the
people’s right to information;

WHEREAS, the Presidential Communications Operations Office (PCOOQ), by
virtue of Memorandum Order (MO) No. 10, s. 2016, was designated as the
lead agency in the implementation of EO No. 2, s. 2016, or the FOI and
electronic FOI Programs;

WHEREAS, there has been a growing number of reports regarding vexatious
requests and abuse in invoking rights under EO No. 2, s. 2016, or the FOI
and electronic FOI Programs, which vexatious requests and abuse
disenfranchise citizens with legitimate requests as well as add unnecessary
burden to the affected government agencies’ operations;
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WHEREAS, the PCOO must ensure that the freedom of information is both
an enforceable right for citizens with legitimate and reasonable requests, as
well as a protected right free from vexatious requests and abuse;

WHEREAS, in order to address the foregoing concerns, the PCOO has deemed
it necessary to promulgate guidelines therefor;

NOW, THEREFORE, in consideration of the foregoing, strict adherence to the
following is hereby ordered:

Section 1. Coverage. These guidelines shall cover all agencies under the
Executive Branch, government-owned or controlled corporations, and state
universities and colleges. Local Government Units (LGUs) are encouraged to
observe and be guided by this Order.

Section 2. Vexatious FOI Request. A request is considered vexatious if it is
frivolous, malicious, made in bad faith, intends to harass, vilify or embarrass,
or if it poses an actual or imminent danger to the office, its officials or
employees.

Section 3. Determination of a Vexatious Request. The concerned
government agency shall consider all relevant circumstances in determining
whether or not a request is vexatious. The following may be taken into
consideration in evaluating requests:

a) language of the request;

b) burden on the concerned government agency;

c) purpose, motive, or intention for making the request;
d) value of the requested information; or

e) history and context of the request.

Section 4. Presumptions. A Request is presumed to be vexatious if it involves:

a) Frequent or overlapping requests — occurs when a requesting party
submits a correspondence involving the same issue frequently, or
submits the same request over a period of time before the office can
have the opportunity to address the earlier request. However, there is
no frequent or overlapping request when the information that was
previously released has been updated or has already changed.

The government office shall not be required to act upon an
unreasonable subsequent identical or substantially similar request




from the same requesting party whose request has already been
previously granted or denied by the same government officel;

b) Personal grudges — occurs when the requesting party submits a
correspondence on a particular government official or employee against
whom he/she has some personal enmity; or the said request is made
to express hatred to a particular official or employee;

c) Unfounded accusations — occurs when the request makes completely
unsubstantiated accusations against the public authority or specific
employees;

d) Unreasonably complex request — Complex information means requests
involving more than one subject matter which can only be processed
within thirty-five (35) working days or more. In requests for complex
information, a valid reason/valid explanation should always be provided
by the requesting party;

e) Reprocessed data —means requests for information that will require the
agency to re-process the data. Re-processed data means that the data
was already proactively disclosed or the data was requested and was
previously disclosed.

Premature requests or requests that are yet to be processed by the
agency — means information which will soon be published, or the
disclosure of which would be premature in relation to a planned
announcement or publication; or

f) All other requests that are meant to harass, embarrass or put into
actual or imminent danger the life or property of the agency, its officials
or employees.

Section 5. Effects. Government agencies are not precluded from seeking
clarification from the requesting party/ies. In case of doubt as to the nature
of the request, the concerned government agency may grant the requesting
party the opportunity to clarify and/or modify the request; the government
agency shall not immediately deny the same, but shall instead extend advice
or assistance so that a valid request may be filed.

Despite clarification and extension of reasonable assistance to the requesting
party the request still falls under Section 4, the proper authority may deny

1 Section 11 of Executive Order (EO) No. 2, s. 2016




the request, clearly setting forth the ground/s for denial and the
circumstance/s on which the denial is based.

Section 6. Appeal. Denial of request on the ground that the same is vexatious
may be appealed in accordance with the appeals process provided under EO
No. 02, S. 2016 and FOI Memorandum Circular No. 001, S. 2019.

Section 7. Separability Clause. If, for any reason, any part or provision of
this Memorandum Circular is declared invalid or unconstitutional, any part
or provision not affected thereby shall remain in full force and effect.

Section 8. Effectivity. This Memorandum Circular shall take effect
immediately.

ANDANAR
retary /FOI Champion ‘ﬁ

15 December 2020 Manila, Philippines
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REPUBLIC OF THE PHILIPPINES
PRESIDENTIAL COMMUNICATIONS OPERATIONS OFFICE
Tanggapang Pampanguluhan sa Operasyong Pangkomunikasyon
Malacanang, Manila

FOI - MC No. 4,s. 2019

FREEDOM OF INFORMATION
MEMORANDUM CIRCULAR

FOR ! ALL AGENCIES, DEPARTMENTS, BUREAUS, OFFICES
AND INSTRUMENTALITIES OF THE EXECUTIVE
BRANCH INCLUDING GOVERNMENT-OWNED-AND/OR-
CONTROLLED CORPORATIONS (GOCCS), AND STATE
UNIVERSITIES AND COLLEGES (SUCS)

SUBJECT GUIDELINES ON REDACTION AND EXTRACTION OF
INFORMATION BEFORE DISCLOSURE TO THE PUBLIC

WHEREAS, Article II, Section 28 of the 1987 Constitution provides that
subject to reasonable conditions prescribed by law, the State adopts and
implements a policy of full public disclosure of all its transactions involving
public interest;

WHEREAS, Article III, Section 7 of the 1987 Constitution provides that the
right of the people to information on matters of public concern shall be
recognized. Access to official records, and to documents, and papers
pertaining to official acts, transactions, or decisions, as well as to government
research data used as basis for policy development, shall be afforded the
citizen, subject to such limitations as may be provided by law;

WHEREAS, Executive Order (EO) No. 02, s. 2016 was issued by President
Rodrigo R. Duterte on 23 July 2016 to operationalize the constitutional
mandate of the people’s right to information;

WHEREAS, Memorandum Order (MO) No. 10, s. 2016 designated the PCOO
as the lead agency in the implementation of EO No. 2, s. 2016, and all other
FOI programs and initiatives including electronic FOI;

WHEREAS, Section 3 of EO No. 02, s. 2016 provides that every Filipino shall
have access to information, official records, public records and to documents
and papers pertaining to official acts, transactions or decisions, as well as to
government research data used as basis for policy development;

WHEREAS, Article II, Section 11 of the 1987 Constitution provides that the
State values the dignity of every human person and guarantees full respect
for human rights;




WHEREAS, Section 2 of RA No. 10173 or the Data Privacy Act of 2012,
provides that it is the policy of the State to protect the fundamental human
right of privacy, of communication while ensuring free flow of information to
promote innovation and growth. The State recognizes the vital role of
information and communications technology in nation-building and its
inherent obligation to ensure that personal information in information and
communications systems in the government and in the private sector are
secured and protected;

WHEREAS, pursuant to National Privacy Commission (NPC) Advisory No.
2017-02, disclosure of Personal Data Sheet (PDS) shall only be allowed when
permitted by law. Information in the PDS that relate to the position or function
of a government official or employee shall be disclosed. Sensitive Personal
Information! may only be disclosed if necessary to the declared, specified, and
legitimate purpose of the requesting party. Information not necessary to be
disclosed or prohibited to be disclosed under existing laws, rules and
regulations, shall be redacted before release of information to the requesting

party;

WHEREAS, there is a need to guide the information officers of the government
agencies in disclosing information through FOI requests to avoid violation of
the Data Privacy Act, Code of Conduct and Ethical Standards for Public
Officials and Employees, privacy rights of individuals and existing laws, rules
and regulations with respect to protection of personal information and
disclosure of information;

NOW, THEREFORE, in consideration of the foregoing, this Memorandum
Circular (MC) is issued to provide guidelines on how to balance the disclosure
of information with the protection of personal information when a document
will be disclosed under the Freedom of Information Program in the Executive
Branch pursuant to EO No. 2, s. 2016.

SECTION1. DEFINITION OF TERMS. The following shall be defined as
follows:

a. FOI officers - individuals designated as FOI receiving officers and shall
include the decision maker/s of an agency.

I Section 3 () of RA No. 10173, provides that sensitive personal information refers to personal
information:

(1) About an individual’s race, ethnic origin, marital status, age, color, and religious, philosophical or
political affiliations;

(2) About an individual’s health, education, genetic or sexual life of a person, or to any proceeding for
any offense committed or alleged to have been committed by such person, the disposal of such
proceedings, or the sentence of any court in such proceedings;

(3) Issued by government agencies peculiar to an individual which includes, but not limited to, social
security numbers, previous or cm-rent health records, licenses or its denials, suspension or revocation,
and tax returns; and

(4) Specifically established by an executive order or an act of Congress to be kept classified.



b. Mosaic Effect — This occurs when the information in an individual
dataset, in isolation, may not pose a risk identifying an individual, but
when combined with other information, could pose such risk (US
Department of Labor, Open Data Policy).

Further, when disparate pieces of information—although individually of
limited use—become significant when combined with other types of
information (Yale Law Journal, David E. Pozen, 2005). Applied to public
use data, the concept of a mosaic effect suggests that even anonymized
data, which may seem innocuous in isolation, may become vulnerable
to re-identification if enough datasets containing similar or
complementary information are released.

c. Sensitive Personal Information - Section 3 () of RA No. 10173,
provides that sensitive personal information refers to personal
information:

i.  About an individual’s race, ethnic origin, marital status, age,
color, and religious, philosophical or political affiliations;

ii. About an individual’s health, education, genetic or sexual life of
a person, or to any proceeding for any offense committed or
alleged to have been committed by such person, the disposal of
such proceedings, or the sentence of any court in such
proceedings;

ii. Issued by government agencies peculiar to an individual which
includes, but not limited to, social security numbers, previous or
current health records, licenses or its denials, suspension or
revocation, and tax returns; and

iv.  Specifically established by an executive order or an act of
Congress to be kept classified.

Sensitive Personal Information may only be disclosed, if necessary, to
the declared, specified, and legitimate purpose of the requesting party.
Information not necessary to be disclosed or prohibited to be disclosed
under existing laws, rules and regulations, shall be redacted before
release of information to the requesting party.

SECTION 2. SCOPE. This Circular shall cover all government offices under
the Executive Branch, including but not limited to the national government
and all its offices, departments, bureaus, offices, and instrumentalities,
including government-owned or -controlled corporations, and state
universities and colleges. Local government units (LGUs) are encouraged to

observe and be guided by this Circular.

SECTION 3. REDACTION OF INFORMATION THAT ARE INCLUDED IN
THE LIST OF EXCEPTIONS. All information under the inventory of



exceptions, pursuant to EO No. 2, s. 2016, which are included in the
document to be released shall be redacted.

SECTION 4. MANNER OF REDACTING. Redactions can be made to physical
documents using redaction tape or a black marker pen. After the concerned
information has been redacted from the physical document, it must be
scanned and checked to ensure all the redacted information is unreadable.

In redacting a digital document, the rule is to ensure that sensitive
information is not just visually hidden or made illegible, but is actually deleted
from the source file. In some documents, deleting sections can cause an
undesirable reflow of text and graphics. Redactions made to digital documents
can in some circumstances be reversed, therefore an edited version of an
electronic document must never be released.

The information officer redacting a digital document shall ensure that the
redacted information can never be recovered by the requesting party by using
pertinent application tools.

SECTION 5. EXTRACTION OF INFORMATION. Information extraction is the
process of separating/isolating specific information from a set of data. As an
alternative to redaction, where a document or file contain information which
are included in the inventory of exceptions and a part or parts thereof are
disclosable to the public, and redaction is deemed difficult, the information
shall be extracted by reproducing it in a separate file or by photocopying a
part or parts of a set of data.

SECTION 6. RESPONSIBILITIES OF THE FREEDOM OF INFORMATION
OFFICER. The following are the responsibilities of FOI officers:

a. Evaluate the request received, ensuring that the request has a declared,
specified, and legitimate purpose not contrary to morals or public
policy.

b. Consider the mosaic effect of data aggregation. It is the responsibility of
each information officer to perform the necessary analysis to determine
whether some combination of existing data and the data intended to be
disclosed could allow for the identification of an individual or pose a
security concern, otherwise, such data should be redacted before
disclosure;

c. Before the redacted government information, official records, and public
records are released, the FOI officers shall require the requesting party
to sign a written undertaking that he or she shall not share nor disclose
the information obtained through the FOI Program to any other person
or entity, or use the information obtained in a manner that is not in
accordance with the purpose stated in the request.



Failure of the requesting party to comply with the undertaking may be
a ground to refuse any future requests or open the requesting party to
criminal prosecutions under existing laws; and

d. Any other responsibilities as may be deemed necessary in accordance
with this Circular.

SECTION 7. SEPARABILITY CLAUSE. If any provisions or sections of this
Circular are declared unconstitutional, void or in contravention of any
existing laws, rules and regulations, the remaining portions or provisions
hereof shall continue to be valid and effective.

SECTION 8. EFFECTIVITY. This Circular shall take effect immediately.

SECTION 9. COMPLIANCE. For your guidance and strict compliance.
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JOSE ] ’/l:"ERTO MARTIN M. ANDANAR
~f- 7 Secretary & FOI Champion Jh

20 Septtmber 209 Manila, Philippines.




REPUBLIC OF THE PHILIPPINES
PRESIDENTIAL COMMUNICATIONS OPERATIONS OFFICE
Tanggapang Pampanguluhan sa Operasyong Pangkomunikasyon
Malacanang, Manila

FOI - MC No. 001, s. 2019

FREEDOM OF INFORMATION
MEMORANDUM CIRCULAR

FOR . ALL AGENCIES, DEPARTMENTS, BUREAUS, OFFICES
AND INSTRUMENTALITIES OF THE EXECUTIVE
BRANCH, INCLUDING GOVERNMENT-OWNED AND/OR
-CONTROLLED CORPORATIONS (GOCCS) AND STATE
UNIVERSITIES AND COLLEGES (SUCS)

SUBJECT : GUIDELINES ON THE FREEDOM OF INFORMATION
APPEALS MECHANISM

WHEREAS, Executive Order (EQ) No. 2, s. 2016 was issued by President
Rodrigo R. Duterte on 23 July 2016 to operationalize the People’s
Constitutional Right to Information and the State Policies to full public
disclosure and transparency in the public service;

WHEREAS, Section 8 of EO No. 2, s. 2016 instructed all government offices
of the Executive Branch to prepare their respective People’s Freedom of
Information (FOI) Manual which shall include among others the procedure for
the administrative appeal of any denial for access to information;

WHEREAS, Memorandum Order (MO) No. 10, s. 2016 designated the
Presidential Communications Operations Office (PCOQ) as the lead agency in
the implementation of EO No. 2, s. 2016, and all other FOI programs and
initiatives including electronic FOL;

WHEREAS, Department Order No. 01.8, s. 2017, issued by the PCOO, created
the Freedom of Information — Project Management Office (FOI-PMO) to
exercise the mandate under MO No. 10, s. 2016;

WHEREAS, government offices shall respon-d to a request as soon as
practicable but not exceeding fifteen (15) w.orkmg days upon receipt thereof,
whether to grant or deny access to the information requested. Period to
respond may be extended for not more than twenty (20) working days in cases
provided under EO No. 2, s. 2016;

WHEREAS, Section 12 of EO No. 2, s. 2016, provides that in case of denial of
request, in whole or in part, it shall as soon as practicable, in any case within
fifteen (15) working days from the rece.ipt of the request, notify the requesting
party of the denial in writing. The notice shall clearly set forth the ground/s

New Executive Building Jose P. Laurel St. San Miguel, Manila, Philippines Pagel o3



for denial. Failure to notify the requesting party of the action taken within.the
period provided herein shall be deemed a denial of the request for information;

WHEREAS, pursuant to MO No. 10, s. 2016, the PCOO is mandated to
develqp programs and mechanisms to enhance the capacity of government
agencies to comply with the FOI Programs;

WHEREAS, Section 13 of EO No. 2, s. 2016, provides the remedies in cases
of dz?nial of request for access to information, wherein denial of any request
for information may be appealed to the person or office next higher 1n
authority. However, while most agencies have formally established their
appeals mechanism and designated those in charge to handle appeals, there
are still those who do not have a formal appeals mechanism or who have not

fiesignated officers who should handle appeals from the denial of request for
information;

WHEREAS, Administrative Order No. 22, s. 2011, prescribes for the rules and
regulations governing appeals to the Office of the President;

NOW, THEREFORE, for and in consideration of the foregoing, the
1mp1€1p€nting agencies are encouraged to provide in their FOI Manual the
following appeals mechanism for efficiency and uniformity:

Section 1. Creation of Central Appeals and Review Committee (CARC).
Implementing agencies are advised to establish a Central Appeals and Review
Committee that will exercise the following functions:

e Receive, review, evaluate, and assess the appeal on the denial of the
request for information;

e Determine if the appeal was filed within the period provided under EO
No. 2, s. 2016;

e Recommend to the head of agency the actions on the appeal filed by the
requesting party;

e Ensure that the appeal be decided within thirty (30) working days from
the filing of said appeal; and

e Implement the decision of the head of agency regarding the appeal.

Section 2. Composition of CARC. The CARC shall be composed of at least
three (3) senior officers with equal or higher rank to the decision maker. The
CARC shall review and analyze the grant or denial of request of information
and provide expert advice to the head of agency on granting or denying of said
request for information.

Section 3. Alternative to CARC. Appeal may be filed to a person or office

next higher in authority, if the .implementing agency does not establish its
CARC or whose decision maker is the head of agency.

Section 4. Procedure of filing an Appeal. The requesting party shall file a
written appeal to the CARC, or to the person or office next higher in authority,
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whichever is applicable, within fifteen (15) working days upon I:CCCipt of the
notice of denial or lapse of the period within which the receiving officer or

decision maker should have notified the requesting party of the denial of the
request.

Where the decision maker is the head of agency, the requesting party may file
its appeal to the department head where said agency/bureau is attached. In
case the decision of the department head is unfavorable, the requesting party
may file its appeal to the Office of the President.

Section 5. Submission of names to FOI-PMO. All agencies covered by EO
No. 2, s. 2016 shall submit names of members of CARC or designated officer/s
tasked to handle appeals to the denial of request for access to information to:

FREEDOM OF INFORMATION - PROJECT MANAGEMENT OFFICE
Presidential Communications Operations Office
Atty. Kristian R. Ablan
Assistant Secretary and FOI Program Director
Unit 103, 1575 BFB Building, JP Laurel St.,
San Miguel, Malacafiang, Manila

Section 6. Filing of petition/case to proper Courts. The requesting party,
upon exhaustion of administrative appeal remedies under AO No. 22, s. 2011,
may file the appropriate petition or case to the proper court in accordance
with the Rules of Court.

Section 7. Filing of Administrative Case. The requesting party, upon
exhaustion of administrative remedies, may file the appropriate

administrative case against erring public officials in violation of EO No. 2, s.
2016.

Section 8. Effectivity. This Circular shall take effect immediately.

JAN 3 1 cV19Manila, Philippines

JOSE RUPERTO MARTIN M. ANDANAR
cretary and FOI Champion
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NPC Advisory No. 2017-02
DATE : 3 April 2017

SUBJECT: ACCESS TO PERSONAL DATA SHEETS
OF GOVERNMENT PERSONNEL

WHEREAS, Article II, Section 24, of the 1987 Constitution provides that the State recognizes
the vital role of communication and information in nation-building. At the same time, Article
II, Section 11 thereof emphasizes that the State values the dignity of every human person and
guarantees full respect for human rights;

WHEREAS, pursuant to Article III, Section 7 of the 1987 Constitution, the right of the people
to information on matters of public concern is recognized. Each citizen shall be afforded access
to official records, documents and papers pertaining to official acts, transactions, or decisions,
as well as to government research data used as basis for policy development, subject to
limitations provided by law;

WHEREAS, under Article IX, (B) Section 3, of the 1987 Constitution, the Civil Service
Commission (CSC), as the central personnel agency of the Government, shall establish a career
service and adopt measures to promote morale, efficiency, integrity, responsiveness,
progressiveness, and courtesy in the civil service.

WHEREAS, pursuant to Executive Order (EO) No. 292, otherwise known as the
Administrative Code of 1987, Book V, Chapter 3, Section 12(8), the CSC prescribes all forms
for Civil Service examinations, appointments, reports and such other forms that may be
required by law, rules, and regulations. In addition, Book V, Chapter 3, Section 12 (18) thereof
also states that the CSC shall keep and maintain personnel records of all officials and
employees in the Civil Service;

WHEREAS, Section 2 of Republic Act No. 10173, otherwise known as the Data Privacy Act of
2012 (DPA), provides that it is the policy of the State to protect the fundamental human right
of privacy of communication while ensuring free flow of information to promote innovation
and growth. The State shall also ensure that personal information in Information and
Communications Systems in the government and in the private sector are secured and
protected;

WHEREAS, Section 4 of the DPA states that the law applies to the processing of all types of
personal information and to any person involved in personal information processing, except
for certain instances, including information that fall within matters of public concern. Section
11 of the law also permits the processing of personal information, provided there is compliance
- with the requirements of the Act and other laws allowing the disclosure of information to the

3+ Level, Core G, GSIS Headquarlers, Financial Center Area, Roxas Boulevard, Pasay City
url: http:/ / privacy.gov.ph  email: info@privacy.gov.ph
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public and adherence to the principles of transparency, legitimate purpose and
proportionality;

WHEREAS, Section 17 of the Implementing Rules and Regulations (IRR) of the DPA states that
the processing of personal data shall be allowed, subject to compliance with the requirements
of the Act and other laws allowing disclosure of information to the public, and adherence to
the principles of transparency, legitimate purpose, and proportionality.

WHEREFORE, in consideration of the foregoing premises, the National Privacy Commission
(NPC) hereby issues this Advisory regarding access to Personal Data Sheets (PDS) of
government personnel:

Background

The people have a fundamental right to information, particularly on matters of public
concern.! Every Filipino citizen is afforded this right, subject to certain limitations provided by
law.

One statute that sanctions the limited disclosure of public documents is Republic Act No. 6713,
otherwise known as the “Code of Conduct and Ethical Standards for Public Officials and
Employees”. Its Implementing Rules and Regulations (IRR) state that all public documents
must be made accessible to the public during office hours,? except for certain types of official
information, records or documents.?

Occasionally, a law would provide for a disclosure policy regarding a specific type of public
document. With a birth certificate, for instance, Presidential Decree (PD) No. 603, otherwise
known as “ The Child and Youth Welfare Code”, states that it may only be issued upon request by
certain persons and under certain conditions.*

Jurisprudence also offers some guidance on this subject. In a case, the Supreme Court
permitted access to the Statement of Assets, Liabilities and Net Worth (SALN), Personal Data
Sheets (PDS), and Curriculum Vitae (CV) of sitting Justices, but not before clarifying that the
constitutional guarantees of right to information and right to access to public records are not
absolute. The people’s right to know, the Court reasoned, is limited to matters of “public
concern”s and may further be restricted by limitations provided by law. The Court then went

1 1987 Constitution, Article III, §7.

* Rule VI, §6.

3JRR of RA 6813, §3.

4 Article 7. Non-disclosure of Birth Records. - The records of a person's birth shall be kept strictly confidential and no
information relating thereto shall be issued except on the request of any of the following:

The person himself, or any person authorized by him;

His spouse, his parent or parents, his direct descendants, or the guardian or institution legally in-charge of him if he is a
minor;

The court or proper public official whenever absolutely necessary in administrative, judicial or other official proceedings to
determine the identity of the child's parents or other circumstances surrounding his birth; and

In case of the person's death, the nearest of kin.”

% In Legaspi vs. Civil Service Commission (150 SCRA 530), the Supreme Court ruled that:

“In determining whether or not a particular information is of public concern there is no rigid test which can be applied.
“Public concern’ like “public interest’ is a term that cludes exact definition. Both terms embrace a broad spectrum of subjects
which the public may want to know, either because these directly affect their lives, or simply because such matters naturally
arouse the interest of an ordinary citizen. In the final analysis, it is for the courts to determine in a case by case basis whether
the matter at issue is of interest or importance, as it relates to or affects the public.”
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on to establish guidelines for the release of the aforesaid documents vis-a-vis judiciary
personnel.®

In Legaspi vs. Civil Service Commission”, the Court also took up the authority of a government
agency or office to regulate access to public records, fo wit:

“The authority to regulate the manner of examining public records does not carry with
it the power to prohibit. A distinction has to be made between the discretion to refuse
outright the disclosure of or access to particular information and the authority to
regulate the manner in which the access is to be afforded. The firstis a limitation upon
the availability of access to the information sought, which only the Legislature may
impose (Art. III, Sec. 6, 1987 Constitution). The second pertains to the government
agency charged with the custody of public records. Its authority to regulate access is
to be exercised solely to the end that damage to, or loss of, public records may be
avoided, undue interference with the duties of said agencies may be prevented, and
more importantly, that the exercise of the same constitutional right by other persons
shall be assured.” (underscoring supplied)

The issuance of Executive Order No. 2 (2016) by the Office of the President did not deviate
from these established principles and only served to affirm them. The issuance, which relates
to the operationalization of the people’s right to information under the executive branch,
permits the disclosure of informationin the possession or under the custody of the government
unless they fall under any of the exceptions “enshrined in the Constitution, existing law or
jurisprudence” ® These exceptions were taken up in greater detail in the Memorandum issued
by the Executive Secretary, dated 24 November 2016, and which had for its subject “Inventory
of Exceptions to Executive Order No. 2 (S. 2016)".

At the same time, there is also Republic Act No. 10173, or the Data Privacy Act of 2012 (DPA),
which is the Philippines’ first comprehensive data protection law. It aims to uphold the State’s
twin policies of protecting the right to privacy of communication, while ensuring the free flow
of information.? In so doing, it sets certain parameters under which personal data may be
processed (e.g., disclosed) in a manner that is consistent with data privacy principles. It is
worth noting that the law distinguishes between personal information and sensitive personal
information, and establishes a different criteria for the processing of each type. It also imposes
obligations on those persons engaged in the processing of personal data, and prescribes
penalties for specific offenses.

Much has been said about the perceived conflict between the tenets of transparency and public
accountability ensured by the right to information, and an individual’s right to privacy. Today,
this view has gone on to permeate the paralle] implementation of such policies as EO 2 (2016)
on the one hand, and the DPA on the other. It bears stressing, however, that the purported
inconsistencies between the two are more apparent than real. Not only are they both intended
to benefit the public interest, but, more often than not, their provisions complement and
reinforce each other, and are not contradictory as some observers are wont to suggest.

6 Re: Request for Copy of 2008 Statement of Assefs, Liabilities and Net Worth (SALN) and Personal Data Sheet or
Curriculum Vitae of the Justices of the Supreme Court and Officers and Employees of the Judiciary, AM. No. 09-8-6-SC and
Re: Request of Philippine Center for Investigative Journalism (PCLI) for the 2008 Statement of Assels, Liabilities and Net
Worth (SALN) and Personal Data Sheet of the Court of Appeals Justice, AM No. 09-8-07-CA (13 June 2012). see also:
Legaspi vs. Civil Service Commission, G.R. No. L-72119 (29 May 1987).

: G.R. No. L-72119 (29 May 1987).

5 84,

? DPA, §2.
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With EO 2, it clarifies that “while providing access to information, public records, and official
records, responsible officials shall afford full protection to the right to privacy of the
individual” 10 For this purpose, it requires that: (a) disclosure of said materials shall only be
made if they are material or relevant to the subject matter of the request; (b) security
arrangements against leaks or premature disclosure are established; and (c) disclosure shall
only be made when permitted or authorized by existing law or rules.!

The DPA, meanwhile, excludes from its scope those information that fall within matters of
public concern. They include: (a) pers onal data relating to the position or functions of a current
or former government employee;2 (b) personal data relating to the service performed by a

current or former government contractor;!® and (c) information regarding a benefit of a
financial nature given by the government, at its discretion, to an individual.!4

Discussion

A PDS is an official document that the Civil Service Commission (CSC) requires each
government employee or official to accomplish prior to his or her assumption of office. Itis a
repository of information pertaining to that employee or official, including his or her personal
background, qualifications, and eligibility .1

It is considered a public document.!6 According to the Rules of Court, public documents are:
“(a) the written official acts, or records of the official acts of the sovereign authority, official
bodies and tribunals, and public officers, whether of the Philippines, or of a foreign country;
(b) documents acknowledge before a notary public, except last wills and testaments; and (c)
public records, kept in the Philippines, of private documents required by law to be entered
therein” .17

Premised on the principles raised herein, it is clear that access to or disclosure of the PDS of a
particular government personnel may be regulated despite its nature as a public record and/or
public document. Each government agency or office, acting as its proper custodian, may
provide for certain rules or a set criteria against which a request for such document shall be
measured or assessed.

The right to information on matters of public concern is a fundamental right but it must always
be balanced with an individual's right to privacy, particularly data privacy. While each
individual that enters into government service, or works in some other capacity for the State,
may lose some degree of privacy in the process, this does not, under any circumstances, equate
to a full or absolute surrender of such right. After all, his or her personal data is no less
susceptible to abuse and other perils such as unlawful or unauthorized processing.

0 EO 2(2016), §7.
llf

12 [RR of RA 10173, §5(a)(1); see also: RA 10173, §4(a).

13 |RR of RA 10173, §5(a)(2); see also: RA 10173, §4(b).

14 1RR of RA 10173, §5(a)(3); see also: RA 10173, §4(c).

55 g dvincula vs. Dicen, G.R. No. 162403, (16 May 2005).

16 Eyllero vs. People. 533 SCRA 97, GR. No. 170583, (12 September 2007), citing Lumancas v. Intas, 347 SCRA 22, G.R.
No. 133472 (5 December 2000).

17 Rule 132, §19.
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Recommendations

Disclosure of personal data shall only be allowed when permitted by existing laws. Under the
DPA, only those that relate to the position or function of an individual working for the
government may be made available to the public. Other types of personal data, especially
sensitive personal information, may be released only if necessary to the declared, specified,
and legitimate purpose of the requesting party.

Thus, when resolving a pending request for access to a PDS, a government agency or office
must consider the following:

1. the information requested falls under matters of public concern;

2. the individual requesting for personal data has declared and specified the purpose of
his or her request;

3. the declared and specified purpose is not contrary to law, morals, and public policy;
and

4. the personal data requested is necessary to the declared, specified, and legitimate

purpose.

At the same time, the requesting party is obliged to use the data obtained only for the purpose
declared at the time of making the request. The individual must also commit to complying
with the provisions of the DPA.

Suffice to say, each request should be evaluated in relation to its declared purpose. In all cases,
the rights of the data subject should be respected, including the right to be informed and
notified about the processing of his or her personal data.

Approved:
~ k_'__'_
YMUND E. LIBORO
Privacy Commissioner
Loy W
IVY D. PATDU
Deputy Privacy Commissioner Deputy Privacy Commissioner

Date: 3 April 2017



Office of the Presivent
of the Philippines
Malacattang

MEMORANDUM CIRCULAR NO. 89

UPDATING THE INVENTORY OF EXCEPTIONS TO THE RIGHT TO ACCESS OF
INFORMATION UNDER EXECUTIVE ORDER (EO) NO. 02, SERIES OF 2016

WHEREAS, pursuant to Section 4 of EO No. 02, series of 2016 (EO No. 02), the
Office of the President (OP) issued a Memorandum circularizing the inventory of

exceptions to the right to access information under EO No. 02 (Inventory of Exceptions)
on 24 November 2016;

WHEREAS, Section 4 of EO No. 02 directs the Department of Justice (DOJ) and
the Office of the Solicitor General (OSG) to update the Inventory of Exceptions as the
need to do so arises and the OP to accordingly circularize the same;

WHEREAS, Section 1 of Memorandum Circular No. 49, series of 2018, created
the Inter-Agency Freedom of Information Exceptions Policy Committee (I1A-FOI-EPC), with
the DOJ and the OSG as co-chairs, to review the Inventory of Exceptions and periodically
update the same to reflect changes in existing laws and jurisprudence; and

WHEREAS, the IA-FOI-EPC, through IA-FOI-EPC Resolution Nos. 2019-001 and
2021-001, proposed updates to the Inventory of Exceptions;

NOW THEREFORE, the attached updated Inventory of Exceptions is hereby
circularized for the guidance of all government offices and instrumentalities covered by
EO No. 02 and the general public.

The foregoing list of exceptions shall be without prejudice to existing laws,
jurisprudence, rules or regulations authorizing the disclosure of the excepted information
upon satisfaction of certain conditions in certain cases, such as the consent of the
concerned party or as may be ordered by the courts.

In evaluating requests for information, all heads of offices are enjoined to ensure
the meaningful exercise of the public of their right to access to information on public
concerns.

DONE, in the City of Manila, this13tHay of Septemberin the Year of our Lord,
Two Thousand and Twenty-One.

By authority of the President:

\ ‘_\

SALVADOR C. MEDIALDEf

Office of the Pres!diu\t
MALACARANG RECORDS OFFILE

CERTIVIED COPY




Exceptions to Right to Access of Information

For the guidance of all government offices and instrumentalities covered by EO

No. 2 (s. 2016) and the general public, the following are the exceptions to the right of
access to information, as recognized by the Constitution, existing laws, or
jurisprudence:’

1.
2.

Information covered by Executive privilege;

Privileged information relating to national security, defense or international
relations;

Information concerning law enforcement and protection of public and personal
safety;

Information deemed confidential for the protection of the privacy of persons and
certain individuals such as minors, victims of crimes, or the accused,;

Information, documents or records known by reason of official capacity and are
deemed as confidential, including those submitted or disclosed by entities to
government agencies, tribunals, boards, or officers, in relation to the
performance of their functions, or to inquiries or investigation conducted by
them in the exercise of their administrative, regulatory or quasi-judicial powers;

Prejudicial premature disclosure;

Records of proceedings or information from proceedings which, pursuant to law
or relevant rules and regulations, are treated as confidential or privileged;

Matters considered confidential under banking and finance laws, and their
amendatory laws; and

Other exceptions to the right to infformation under laws, jurisprudence, rules and
regulations.

1 These exceptions only apply to governmental bodies within the control and supervision of the
Executive department. Unless specifically identified, these exceptions may be invoked by all officials,
officers, or employees in the Executive branch in possession of the relevant records or information.



For the implementation of the exceptions to the right of access to information,
the following provide the salient details and legal bases that define the extent and
application of the exceptions.

1. Information covered by Executive privilege:

a. Presidential conversations, correspondences, and discussions in closed-
door Cabinet meetings;? and

b. Matters covered by deliberative process privilege, namely:

i. advisory opinions, recommendations, resolutions, minutes of meetings,
and deliberations comprising part of a process by which governmental
decisions and policies are formulated; intra-agency or inter-agency
recommendations or communications during the stage when common
assertions are still in the process of being formulated or are in the
exploratory stage; or information pertaining to the decision-making of
executive officials;*> and

ii. information, record or document comprising drafts of decisions, orders,
rulings, policy decisions, memoranda, etc.;*

2. Privileged information relating to national security, defense or international
relations:

a. Information, record, or document that must be kept secret in the interest of
national defense or security;?

2 This exception may only be invoked by the President and his close advisors. The extent of the privilege
is defined by applicable jurisprudence: Senate v. Ermita, G.R. No. 169777, 20 April 2006, 488 SCRA 1;
Neri v. Senate Committee on Accountability of Public Officers and Investigations, G.R. No. 180643, 4
September 2008, 564 SCRA 152; Akbayan v. Aquino, G.R. No. 170516, 16 July 2008, 558 SCRA 468,
and Chavez v. PCGG, G.R. No. 130716, 9 December 1998, 299 SCRA 744.

3 Akbayan v. Aquino, supra; Chavez v. NHA, G.R. No. 164527, 15 August 2007, and Chavez v. PCGG,
supra; Sereno v. Committee on Trade and Related Matters of the National Economic Development
Authority, G.R. No. 175210, 01 February 2016, 780 PHIL 1-18; and Department of Foreign Affairs v.
BCA International Corporation, G.R. No. 210858, 29 June 2016. The privilege of invoking this exception
ends when the executive agency adopts a definite proposition.

4 Section 3(d) Rule IV, Rules Implementing the Code of Conduct and Ethical Standards for Public
Officials and Employees (Rules on CCESPOE). Drafts of decisions, orders, rulings, policy decisions,
memoranda, and the like, such as resolutions prepared by the investigating prosecutor prior to approval
for promulgation and release to parties [Revised Manual for Prosecutors of the Department of Justice
(DOJ)] are also covered under this category of exceptions.

5 Almonte v. Vasquez, G.R. No. 95367, 23 May 1995, 244 SCRA 286; Chavez v. PCGG, supra; Legaspi
v. Civil Service Commission, L-72119, 29 May 1987, 150 SCRA 530; Chavez v. NHA, supra; Neri v.
Senate, supra; Chavez v. Public Estates Authority, G.R. No. 133250, 9 July 2002, 384 SCRA 152;
Lagman v. Medialdea, G.R. Nos. 231658, 231771, and 231774, 4 July 2017, 812 PHIL 179-853; and
Section 3(a), Rule IV, Rules on CCESPOE. This exception generally includes matters classified under
Memorandum Circular (MC) No. 78, as amended by MC No. 196 as “Top Secret,” “Secret,”
“Confidential,” and “Restricted.” This exception also includes records, papers, and information related
to matters provided under Sections 16, 18, and 45, The Anti-Terrorism Act of 2020 [Republic Act (RA)
No. 11479] and its Implementing Rules and Regulations (IRR), as may be invoked by the government
agency involved.



b. Diplomatic negotiations and other information required to be kept secret in
the conduct of foreign affairs;® and

c. Patent applications, the publication of which would prejudice national
security and interests;’

3. Information concerning law enforcement and protection of public and personal
safety:

a. Investigation records compiled for law enforcement purposes or information
which if written would be contained in such records, but only to the extent
that the production of such records or information would —

i. interfere with enforcement proceedings;

ii. deprive a person of a right to a fair trial or an impartial adjudication;

iii. disclose the identity of a confidential source and in the case of a record
compiled by a criminal law enforcement authority in the course of a
criminal investigation, or by an agency conducting a lawful national
security intelligence investigation, confidential information furnished
only by the confidential source; or

iv.  unjustifiably disclose investigative techniques and procedures;8

b. Informer’s privilege or the privilege of the Government not to disclose the
identity of a person or persons who furnish information of violations of law
to officers charged with the enforcement of law;®

c. When disclosure of information would put the life and safety of an individual
in imminent danger;*°

d. Any information given by informants leading to the recovery of carnapped
vehicles and apprehension of the persons charged with camapping;'! and

e. All proceedings involving application for admission into the Witness
Protection Program and the action taken thereon;?

8 Akbayan v. Aquino, supra; Section 3(a) Rule IV, Rules on CCESPOE. This privilege may be invoked
by the Department of Foreign Affairs and other government bodies involved in diplomatic negotiations.

7 The applicability of this exception is determined by the Director General of the Intellectual Property
Office and subject to the approval of the Secretary of the Department of Trade and Industry. Section
44.3 of the Intellectual Property Code (RA No. 8293, as amended by RA No. 10372).

8 Section 3(f), Rule 1V, Rules on CCESPOE; Chavez v. PCGG, supra. May be invoked by law
enforcement agencies.

¢ Akbayan v. Aquino, supra; and Section 51, Human Security Act of 2007 (RA No. 9372). May be
invoked by law enforcement agencies.

10 Section 3(b), Rule IV, Rules on CCESPOE.

11 Section 19, New Anti Carnapping Act of 2016 (RA No. 10883). May be invoked by law enforcement
agencies.

12 Section 7, Witness Protection, Security and Benefit Act (RA No. 6981).

3



4, Information deemed confidential for the protection of the privacy of persons and
certain individuals such as minors, victims of crimes, or the accused. These
include:

a. Information of a personal nature where disclosure would constitute a clearly
unwarranted invasion of personal privacy,’® personal information or
records, ' including sensitive personal information, birth records,'® school
records,'® or medical or health records;'”

Sensitive personal information as defined under the Data Privacy Act of
2012 refers to personal information: 12

(1) about an individual's race, ethnic origin, marital status, age, color, and
religious, philosophical or political affiliations;

(2) about an individual's health, education, genetic or sexual life of a
person, or to any proceeding for any offense committed or alleged to
have been committed by such person, the disposal of such
proceedings, or the sentence of any court in such proceedings;

(3) issued by government agencies peculiar to an individual which
includes, but not limited to, social security numbers, previous or current
health records, licenses or its denials, suspension or revocation, and
tax returns; and

(4) specifically established by an executive order or an act of Congress to
be kept classified.

However, personal information may be disclosed to the extent that the
requested information is shown to be a matter of public concern or interest,
shall not meddie with or disturb the private life or family relations of the

13 Section 3(e), Rule IV, Rules on CCESPOE.

14 Sections 8 and 15, Data Privacy Act of 2012 (RA No. 10173); Personal information refers to any
information whether recorded in a material form or not, from which the identity of an individual is
apparent or can be reasonably and directly ascertained by the entity holding the information, or when
put together with other information would directly and certainly identify an individual [Section 3(g), Data
Privacy Act of 2012]; Article 26, Civil Code. May be invoked by National Privacy Commission and
government personal information controllers.

15 Article 7, The Child and Youth Welfare Code [Presidential Decree (PD) No. 603].
16 Section 9(4), Education Act of 1982 [Batas Pambansa (BP) Blg. 232].

17 Medical and health records are considered as sensitive personal information pursuant to Section
3(IM2), Data Privacy Act of 2012; See also Department of Health-Department of Science and
Technology (DOST)-Philippine Health Insurance Corporation Joint Administrative Order No. 2016-0002
(Privacy Guidelines for the Implementation of the Philippine Health Information Exchange); Section 9,
Mandatory Reporting of Notifiable Diseases and Health Events of Public Health Concern Act (RA No.
11332); Section 36, Universal Health Care Act (RA No. 11223); Section 28, National Integrated Cancer
Control Act (RA No. 11215); and Section 5(1), Mental Health Act (RA No. 11036). Mental health records
under RA No. 11036 include information on any aspect of the mental health, treatment, or care of the
service user.

18 Section 3(l), Data Privacy Act of 2012. See also Section 9, Free Internet Access in Public Places Act
(RA No. 10929); Section 26, Safe Spaces Act (RA No. 11313); and Section 21, Tax Amnesty Act (RA
No. 11213).



individual'® and is not prohibited by any law or regulation. Any disclosure of
personal information shall be in accordance with the principles of
transparency, legitimate purpose and proportionality.2°

Disclosure of personal information about any individual who is or was an
officer or employee of a government institution shall be allowed, provided
that such information relates to the position or functions of the individual,
including: (1) the fact that the individual is or was an officer or employee of
the government institution; (2) the title, business address and office
telephone number of the individual; (3) the classification, salary range and
responsibilities of the position held by the individual; and (4) the name of the
individual on a document prepared by the individual in the course of
employment with the government;?’

. Source of any news report or information appearing in newspapers,
magazines or periodicals of general circulation obtained in confidence;??
and

Records of proceedings and processes deemed confidential by law for the
privacy and/or protection of certain individuals, such as children, victims of
crime, witnesses to a crime or rehabilitated drug offenders, including those
pertaining to the following:

(1) records of child and family cases;?®

(2) children in conflict with the law from initial contact until final disposition
of the case;?*

(3) a child who is a victim of any offense under the Anti-Child Pornography
Act of 2009, including the name and personal circumstances of the
child, or the child’s immediate family, or any other information tending
to establish the child’s identity;25

(4) a child witness, who is a victim of a crime, an accused of a crime, or a
witness to a crime, including the name, address, telephone number,
school, or other identifying information of a child or an immediate family
of the child;?®

(5) cases involving violence against women and their children, including
the name, address, telephone number, school, business, address,

19 Article 26(2), Civil Code.
20 Section 11, Data Privacy Act of 2012,
21 Section 4, Data Privacy Act of 2012,

22 An Act Expanding the Coverage of Exemptions from Revealing the Source of Published News or
Information Obtained in Confidence by Including Journalists from Broadcasts, and News Agencies,
Amending for the Purpose Section 1 of RA No. 53, as Amended By RA No. 1477 (RA No. 11458). May
be invoked by government newspapers.

23 Section 12, Family Courts Act of 1997 (RA Act No. 8369).

24 Section 43, Juvenile Justice and Welfare Act of 2006 (RA No. 9344).

25 Section 13, Anti-Child Pornography Act of 2009 (RA No. 9775).

26 Section 31, A.M. No. 00-4-07-SC, Re: Proposed Rule on Examination of a Child Witness.
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employer, or other identifying information of a victim or an immediate
family member;%’

(6) trafficked persons, including their names and personal circumstances,
or any other information tending to establish the identity of the
trafficked person;28

(7) names of victims of child abuse, exploitation or discrimination;2°

(8) cases of gender-based streets and public spaces sexual harassment,
including information on the victim and the accused who is a minor;3°

(9) disclosure which would result in undue and sensationalized publicity of
any case involving a child in conflict with the law, child abuse, or
violation of anti-trafficking of persons;3’

(10) records, documents, and communications of proceedings involving
domestic, inter-country, and administrative, adoptions, including the
identity of the child, natural parents and adoptive parents;3?

(11) names of students who committed acts of bullying or retaliation;33

(12) children in situations of armed conflict;34

(13) first time minor (drug) offenders under suspended sentence who
comply with applicable rules and regulations of the Dangerous Drugs
Board and who are subsequently discharged; judicial and medical
records of drug dependents under the voluntary submission program;
and records of a drug dependent who was rehabilitated and discharged
from treatment and rehabilitation centers under the compulsory
submission program, or who was charged for violation of Section 15
(use of dangerous drugs) of the Comprehensive Dangerous Drugs Act
of 2002, as amended; and®®

(14) identity, status and medical records of individuals with Human
Immunodeficiency Virus (HIV), as well as results of HIV/Acquired
Immune Deficiency Syndrome (AIDS) testing;36

27 Section 44, Anti-Violence Against Women and their Children Act of 2004 (RA No. 9262); and People
v. Cabalquinto, G.R. No. 167693, 19 September 2006.

28 Section 7, Anti-Trafficking in Persons Act of 2003 (RA No. 9208), as amended by RA No. 10364.

2 Section 29, Special Protection of Children Against Abuse, Exploitation and Discrimination Act (RA
No. 7610).

30 Section 26, Safe Spaces Act (RA No. 11313).

3 Section 14, Juvenile Justice and Welfare Act of 2006; Section 7, Anti-Trafficking in Persons Act of
2003, as amended; and Section 29, Special Protection of Children Against Abuse, Exploitation and
Discrimination Act.

32 Section 15, Domestic Adoption Act of 1998 (RA No. 8552) and Section 43, IRR of RA No. 8552;
Sections 6 and 16(b), Inter-Country Adoption Act of 1995 (RA No. 8043) and Sections 53, 54 and 55 of
IRR of RA No. 8043; Section 14, Simulated Birth Rectification Act (RA No. 11222) and Section 28 of
IRR of RA No. 11222,

33 Section 3(h), Anti-Bullying Act (RA No. 10627).
% Section 19, Special Protection of Children in Situations of Armed Conflict Act (RA No. 11188).
% Sections 60, 64 and 67, Comprehensive Dangerous Drugs Act of 2002 (RA No. 9165).

% Section 44, Philippine HIV and AIDS Policy Act (RA No. 111686). Information covered by Section 44
may be disclosed with the written consent of the affected person or in accordance with Sections 45 and
46 of RA No. 11166.



5. Information, documents or records known by reason of official capacity and are
deemed as confidential, including those submitted or disclosed by entities to
government agencies, tribunals, boards, or officers, in relation to the
performance of their functions, or to inquiries or investigation conducted by
them in the exercise of their administrative, regulatory or quasi-judicial powers,
such as but not limited to the following:

a. Trade secrets, intellectual property, business, commercial, financial and
other proprietary information;3”

b. Data furnished to statistical inquiries, surveys and censuses of the
Philippine Statistics Authority;38

c. Records and reports submitted to the Social Security System by the
employer or member;3°

d. Information of registered persons with the Philippine Identification System;*°

e. Information gathered for the HIV and AIDS monitoring and evaluation
program under RA No. 11166 and all other related health intelligence
activities; 4!

f. Confidential information submitted to the Philippine Competition
Commission prohibited from disclosure by law, including the identity of the
person who provided the information under condition of anonymity;42

g. Applications and supporting documents filed pursuant to the Omnibus
Investments Code of 198743

37 Sections 45, 106.1, and 150.2, The Intellectual Property Code (RA No. 8293, as amended by RA No.
10372), Section 66.2, Securities Regulation Code (RA No. 8799); DOST Administrative Order No. 004-
16; Section 142, The Corporation Code (BP Blg. 68); Section 34, Philippine Competition Act (RA No.
10667); Sections 23 and 27 (c), The New Central Bank Act (RA No. 7653); Anti-Money Laundering Act
(RA No. 9160); Section 18, Strategic Trade Management Act (RA No. 10697); Sections 10 and 14,
Safeguard Measures Act (RA No. 8800); Section 12, Toxic Substances and Hazardous and Nuclear
Wastes Control Act of 1990 (RA No. 6969); Article 290, Revised Penal Code; Section 10.10, Rule 10,
2012 Revised IRR of Build-Operate-Transfer Law (RA No. 6957); Revised Philippine Ports Authority
Manual of Corporate Governance; and Section 18, Energy Virtual One-Stop Shop Act (RA No. 11234).

38 Section 26, Philippine Statistical Act of 2013 (RA No. 10625) and Section 4, Commonwealth Act No.
591. See also Section 10, Community-Based Monitoring System Act (RA No. 11315).

% Section 24(c), Social Security Act of 1997 (RA No. 1161, as amended by RA No. 8282).
40 Section 17, Philippine Identification System Act (RA No. 11055).
41 Section 43, Philippine HIV and AIDS Policy Act (RA No. 11166).

42 Section 34, Philippine Competition Act (PCA), RA No. 10667 and Section 13, Rule 4 of the IRR of
PCA. This exception can be invoked by the Philippine Competition Commission subject to well-defined
limitations under the PCA.

43 Section 81, EO No. 226 (s. 1987), as amended.



Documents submitted through the Government Electronic Procurement
System;*4

Information obtained from accessing any electronic key, electronic data
message, or electronic document, book, register, correspondence,
information or other material pursuant to any powers conferred under the
Electronic Commerce Act of 2000;*

Any confidential information supplied by the contractors in mineral
agreements, and financial or technical assistance agreements pursuant to
the Philippine Mining Act of 1995 and its Implementing Rules and
Regulations (IRR), during the term of the project to which it relates;*¢

Information received by the Department of Tourism (DOT) in relation to the
accreditation of accommodation establishments (such as hotels and
resorts) and travel and tour agencies;*’

The fact that a covered transaction report to the Anti-Money Laundering
Council (AMLC) has been made, the contents thereof, or any information in
relation thereto;*8

. Information submitted to the Tariff Commission which is by nature

confidential or submitted on a confidential basis:4°

Certain information and reports submitted to the Insurance Commissioner
pursuant to the Insurance Code;°

Information on registered cultural properties owned by private individuals:5'

Data submitted by a higher education institution to the Commission on
Higher Education (CHED);52

44 Section 9,

Government Procurement Reform Act (RA No. 9184).

45 Section 32, Electronic Commerce Act of 2000 (RA No. 8792).
46 Section 94(f), Philippine Mining Act of 1995 (RA No. 7942).

47 Section 1

» Rule IX, DOT MC No. 2010-02 (Rules and Regulations to Govern, the Accreditation of

Accommodation Establishments — Hotels, Resorts and Apartment Hotels); and Section 23, DOT MC
No. 2015-06 (Revised Rules and Regulations to Govern the Accreditation of Travel and Tour Agencies).

8 Section 9(c), Anti-Money Laundering Act of 2001, as amended. May be invoked by AMLC,
government banks and its officers and employees.

49 Section 10, Safeguard Measures Act.

% Section 297 in relation with Section 295 and Section 356, The Insurance Code (as amended by RA

No. 10607).

51 Section 14, National Cultural Heritage Act of 2009 (RA No. 10066).
52 CHED Memorandum Order No. 015-13, 28 May 2013.
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q.

Any secret, valuable or proprietary information of a confidential character
known to a public officer, or secrets of private individuals;%?

Records or information in connection with any investigation conducted by
the Presidential Anti-Corruption Commission (PACC) when such disclosure
will deprive the respondent of the right to a fair and impartial investigation;54
and

Records of surveillance of suspects and interception and recording of
communications acquired by a law enforcement agent or military personnel
pursuant to the Anti-Terrorism Act of 2020.55

Information of which a premature disclosure would:

a.

in the case of a department, office or agency which agency regulates
currencies, securities, commodities, or financial institutions, be likely to lead
to significant financial speculation in currencies, securities, or commodities,
or significantly endanger the stability of any financial institution; or

be likely or significantly frustrate implementation of a proposed official
action, except such department, office or agency has already disclosed to
the public the content or nature of its proposed action, or where the
department, office or agency is required by law to make such disclosure on
its own initiative prior to taking final official action on such proposal.5¢

Records of proceedings or information from proceedings which, pursuant to law
or relevant rules and regulations, are treated as confidential or privileged,
including but not limited to the following:

a.

Mediation and domestic or international arbitration proceedings, including
records, evidence and the arbitral awards, pursuant to the Alternative
Dispute Resolution Act of 2004;57

Matters involved in an Investor-State mediation;58

33 Articles 229 and 230, Revised Penal Code; Section 3(k), Anti-Graft and Corrupt Practices Act (RA
No. 3019); Section 7(c), Code of Conduct and Ethical Standards for Public Officials and Employees
(RA No. 6713); Section 7, Exchange of Information on Tax Matters Act of 2009 (RA No. 10021); and
Section 6.2, Securities Regulation Code (RA No. 8799).

3 Section 3, Rule IV, PACC Resolution No. 001, s. 2018 (IRR of the PACC).
%5 Section 16, The Anti-Terrorism Act of 2020 (RA No. 11479).

%6 Section 3(g), Rule IV, Rules on CCESPOE.

%7 Sections 9, 23 and 33, Alternative Dispute Resolution (ADR) Act of 2004 (RA No. 9285); and DOJ
Circular No. 98 (s. 2009) or the IRR of the ADR Act.

58 Article 10, International Bar Association Rules for Investor-State Mediation.
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c. Information and statements made at conciliation proceedings under the
Labor Code;°

d. Arbitration proceedings before the Construction Industry Arbitration
Commission (CIAC);°

e. Results of examinations made by the Securities and Exchange Commission
(SEC) on the operations, books and records of any corporation, and all
interrogatories propounded by it and the answers thereto;®?

f. Information related to investigations which are deemed confidential under
the Securities Regulations Code;5?

g. All proceedings prior to the issuance of a cease and desist order against
pre-need companies by the Insurance Commission; 3

h. Information related to the assignment of the cases to the reviewing
prosecutors or the undersecretaries in cases involving violations of the
Comprehensive Dangerous Drugs Act of 2002;8

i.  Investigation report and the supervision history of a probationer;5¢

j- Those matters classified as confidential under the Anti-Terrorism Act of
2020 and its IRR;6¢

k. Preliminary investigation proceedings before the committee on decorum
and investigation of government agencies:¢” and

I. Those information deemed confidential or privileged pursuant to pertinent
rules and regulations issued by the Supreme Court, such as information on
disbarment proceedings, DNA profiles and results, or those ordered by
courts to be kept confidential;58

59 Article 237, Labor Code.
60 Section 7.1, Rule 7, CIAC Revised Rules of Procedure Governing Construction Arbitration.

61 Section 178, Revised Corporation Code of the Philippines. May be invoked by the SEC and any other
official authorized by law to make such examination.

62 Sections 13.4, 15.4, 29.2 (b), and 64.2 of the Securities Regulation Code.

5 Section 53(b)(1) of the Pre-Need Code of the Philippines. The confidentiality of the proceedings is
lifted after the issuance of the cease and desist order.

% DOJ Department Circular No. 006-16 (No. 6), 10 February 2016.
& Section 17, Probation Law of 1976 [PD No. 968 (5.1976)].

% Sections 18 and 45, The Anti-Terrorism Act of 2020 (RA No. 11479) and Rules 5.8 and 5.19 of the
IRR of RA No. 11479.

67 Section 14, Civil Service Commission Resolution No. 01-0940.

68 Section 18, Rule 139-B and Section 24, Rule 130 of the Rules of Court; and Section 11 of the Rule
on DNA Evidence, A.M. No. 06-11-5-SC.
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Matters considered confidential under banking and finance laws and their
amendatory laws, such as:

a. RA No. 1405 (Law on Secrecy of Bank Deposits);

b. RA No. 6426 (Foreign Currency Deposit Act of the Philippines) and relevant
regulations;

c. RA No. 8791 (The General Banking Law of 2000);

d. RA No. 9160 (Anti-Money Laundering Act of 2001);

e. RA No. 9510 (Credit Information System Act), and

f. RA No. 245, as amended by Presidential Decree No. 1878

Other exceptions to the right to information under laws, jurisprudence, rules and
regulations, such as:

a. Those deemed confidential pursuant to treaties, executive agreements,
other international agreements, or international proceedings, such as:

(1) When the disclosure would prejudice legitimate commercial interest or

(2)

(3)

competitive position of investor-states pursuant to investment
agreements;®?

Those deemed confidential or protected information pursuant to United
Nations Commission on International Trade Law Rules on
Transparency in Treaty-based Investor-State Arbitration and
Arbitration Rules (UNCITRAL Transparency Rules):”° and

Refugee proceedings and documents under the 7957 Convention
Relating to the Status of Refugees, as implemented by DOJ Circular
No. 58 (s. 2012);

b. Testimony from a government official, unless pursuant to a court or legal
order;!

¢. When the purpose for the request of Statement of Assets, Liabilities and Net
Worth is any of the following:

(1)

any purpose contrary to morals or public policy; or

% Examples: Article 20 (2), ASEAN Comprehensive Investment Agreement: Article 15 (2) Agreement
on Investment under the Framework Agreement on the Comprehensive Economic Cooperation
between the ASEAN and the Republic of India; and Article 15 (2) of the Agreement on Investment under
the Framework Agreement on the Comprehensive Economic Cooperation among the Government of
the Member Countries of the ASEAN and the Republic of Korea.

70 Article 7, UNCITRAL Transparency Rules.
" Senate v. Neri, supra; Senate v. Ermita, supra.
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(2) any commercial purpose other than by news and communications
media for dissemination to the general public;’2

Lists, abstracts, summaries of information requested when such lists,
abstracts or summaries are not part of the duties of the government office
requested;”3

. Those information and proceedings deemed confidential under rules and
regulations issued by relevant government agencies or as decided by the
courts;™

Requested information pertains to comments and disclosures on pending
cases in judicial proceedings;’® and

. Attorney-client privilege existing between government lawyers and their
client.”®

72 Section 8(D), Code of Conduct and Ethical Standards for Public Officials and Employees.

78 Belgica v. Ochoa, G.R. No. 208566, 19 November 2013; and Valmonte v. Belmonte Jr., G.R. No.
74930, 13 February 1989, 252 Phil..264.

" Examples: 2012 Guidelines and Procedures in the Investigation and Monitoring of Human Rights
Violations and Abuses and the Provision of CHR Assistance; Government Service Insurance System’s
Rules of Procedure of the Committee on Claims; National Labor Relations Commission Resolution No.
01-02, Amending Certain Provisions of the New Rules of Procedure of the National Labor Relations
Commission, 08 March 2002; Department of Agrarian Reform MC No. 07-11, 19 July 2011; Department
of Social Welfare and Development MC No. 021-12, 16 October 2012; and Section 42, Investment
Company Act (RA No. 2629); When the information requested is not a matter of public concern or
interest as decided in Hilado v. Judge Amor A. Reyes, G.R. No. 163155, 21 July 2006.

S Romero v. Guerzon, G.R. No. 211816, 18 March 2015.
76 Canon 21 of the Code of Professional Responsibility.
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FOI REQUEST FORM

Mame (Pangalan):

Address (Tirahan):

Contact No. (Mobile, Telephone, E-mail, & ete.):

Office/School Address (Lokasyon ng Opisina O Eskwelahan):

Age [Edad):

Gender (Kasarian):

Date of Request (Petsa ng Paghingi ng Impormasyon):

Please state the documents or information you are looking for. (Pakilahad po ang dokumento o
impormasyon na inyong hinahanap. )

Please state the covered period of the said documents/information. (Pakilahad po ang
panahong saklaw ng nasabing dokumento o impormasyon.)

Please adequately describe your purpose for securing these documents | information.
(Pakilarawan po ng malinaw ang inyong layunin sa paghingi ng nasabing dokumento o

impormasyon.)

Acknowledgment of Receipt of Document
(Pagkilala ng Pagtanggapng Dokumento)

Mame (Pangalan):
Date & Time (Petsa at Oras):

Lagda (Signature)-

Terms of Use: The requested information o document provided shall not be used: (&) ko any purpose other than what &
staled in the FOI Request Foem®; (b) for any purpose thal |8 confrary 1o law, public policy, publc order, morsls, or good
cusioms; and [c) reproduced for any commercial use. Ary violation o the sald Terms of Uss may subject the requesting
party W0 legal actons andlor penalied Bs may be proviced by |aw.

Mga Tuntumin ng Paggamit: Anumang impommasyon o dolumeniong Eenigay &y hindl maaring gagamilin: (8) para 53
arurmang lyunin malban sa kung ano ang nakessad =3 nilsgdsang “FOI Request Form”; (b) par s anumang Byunin na
salungal 88 bates, pampublikong patakaran, pampublioong kaayusan, morabdad, o mabuing kaugalian, at (c) para sa
arumang komersyal na paggamil Anumang paglabag sa rasabing mga Tuntunin ng Paggami By may karampatang legsl
Pl Sy 2410 parusang naasyon 58 bales.




AFP Vision 2028: A World-class Armed Forces, Source of National Pride

ANNEX G
FOI APPEAL TEMPLATE

[Date]

Armed Forces of the Philippines

Dear Sir/Ma’am,

| submitted a request for information dated asking for

Attached is a copy of the said re-
quest (Tab A).
On , | received a notice (Tab B) denying the abovementioned request

for the following reason:

I would like to appeal this denial on the following
ground/s:

This appeal is being filed within fifteen (15) days from receipt of the notice of denial.

Thank you.

Respectfully,

Requesting Party

AFP Core Values: Honor, Service, Patriotism

131



